A= MPA BNIEER & e

SASRRA 2.0
A HHE 2022-05-17

NN

» )

pIa

V.

HUAWEI

HERRHERRERAE



WRIRERE © EARITTERREGIRAR 2022, RE—INF.

IEZARRBBEFY, OB ARSEERD . SRAEATIIRSTER, HASLUEH IR E
&

FItmAE R

QD B _
noawe A E B E AR R ENFAREBIEATNEIR.
AR EINE MR ERireG MR, HSBEINFEARE.

EIETR . RS SN S EH T SR AERATRI A FMSRINR, A THAN SIS
$7G. RSWEEIAAEENBIRERFRET A . RESASELRE, LARHERAGRATNAY
B R T R e R A0 BRI

AT mhRAAREMERR, FERETSAERHITEN .. RIERBNUE, NEXEAERES, AX
HPRPTEMRE . EEMEN AR HIBREERAYER

EATITERABRAE

bk : BENEERLHXBPRERZNNBEAREIEFL  #%%: 550029
gLt https://www.huaweicloud.com/
SRR 2.0 IRIERE © L ARITERAEGIRAT

(2022-05-17)


https://www.huaweicloud.com/

ER= MPA BN MIRER ERERE =

T AEIZR. ceeeeeeeeeeeeeeeeeeeeneeessessesssssssassssesssesssessssesssosssessssssssesssssssessssessassssessssssssssssesssesssssssessssessasnns 1
1T d B BT R oottt e st e st e e et et et ettt e e e e s e e ee e e ae e e e et e eee e et s eee e eee s et e aee e eae e et ee e eeeneeaeneens 1
1 B A e ettt e e et et et et et e e et eee e e e s e e ee e e e e s eee e e et eee s eeeeeeeeeeeennn 1
13 B R T N ettt et et et et e et ettt e e e et ee e se e see e 1
2 IMIPA TBIT T e veeeeeeeeeenneesssesssessssssssosssssssessssssssssssssssessssssssssssesssssssessssssssssssosssssssossssssssssssossssssasssssssnns 3
3 £ MPA i - HHIPASLZENR(ESE - BRI (V4.08) e 4
BT IS BE I BRI oo e e e s e e s s e et s s s 5
32 PSS B ettt ettt e e et et ettt et ettt e e e et eeet st et eeaeeeen 32
3.3 DS B BB oo e oo e ee o222 et e et eee e 95
B ZETE ..aeeeeeeeeeeeeeeeestsstsstestsstsststestsste st et st st et st st et e b s b et e b s b e b s R e b e s e st s s b e enseneessnsnsenes 191
D RS TP e eeeeeeeeeeeeeecneecseessesnsesssesssessssssssosssessssssssssssesssesssesssssssassssessssssssssssssssssssessssssssssnsosnns 192
SCEShRAS 2.0 IR © LATITERAGIRAT ii

(2022-05-17)



EH= MPA BN MIRER ERiER 1 iR
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A ERHAERER TN EERRS EFF A @RS o

1.2 xmEN

2244 MPA ( Motion Picture Association, Inc. ) 242EKEE.. EBIFLRITIEMART
NEBESE, RREBRSFZWAT. RRFMERAT .. MEKEIHBEREEAN
). Netflix, BTRBEREMNTHBIZFNAT ., HEEY T —ELZEEFE. LIEBENEE
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(HIPABLZENRELE -NAEFIN=ES A NERSER ) -
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LLIORELY - BAIEE ) SAGEHERHTEITE, OEPRENT IR
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o EREHHTEURHIERFAELEA

1.3 EREN

BRF (HP) : 55 EREVXEEMAR, EANFEEFREXY—H, B
EREATRIRZHIABFAER.

ISACA EfMEBRFEH IS : £ERQOANNEERRER. BiE. R%, URIFES
MAINSER .
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R, SANSIREERARLEIUEII, EESHEUNRERTERFRIPRFHINERZ R
fePS R P FRRISERRE IR o
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ISO 27001EREEERAFAR: HRERLE ZEZMNANEEREEERERRIA
IR, ZARELAXEEIR9Z 0, BT EHAE X LRI A= H E R E URIE
PR ER L EIERRRAFELET.

ISO 27002 (EEZSSIESLHINE : 1SO 270022 EFISO 27001 95{EC, EAT
B EMPABRISREAIE B ISR . IZFMERIBESMENFIENEY, BFEAN
[B5h. SEiE. BOHFI4HPEELEEIE,

ISO 27017 =RBEELLEEAER: ETFISO 27001{KRIELR SISO 270025 {F50H
NERBEELSEHTERN, ERSEERS RS LiERIERTE.

ISO 27018 AEZNMATHRENSE (Pl ) SIBMAFZR: 1SO 27018ETF ISO/IEC (EEZR
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LR =ER R, ERORA LG AR EEAYIPDRREESIIERY, BIXEIREEE
(Identify ) . Z&B51EEEST (Protect) . ZEHNEES ( Detect ) . ZENIRIAES
( Response ) f1&Z & kE8ES ( Recovery ) AKEEN

OWASP FHEWebNEEEFEZEINE: — M FEEFIMEESS, BOTHERHNR
£, BIHXESHFRREINE, EBMF IS S, BABITTRIRRKRSR
FRIBBHIEINIZIN, OWASP BFRARFIHXARARFRIFMEZ SRR
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2 MPA f&if

224 ( Motion Picture Association, Inc., fEFR MPA ) ERIZ#BIS 3045, ZEE]
HRLAZEEE S ( Motion Picture Association of America, Inc., f&FR MPAA ) @p
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3.1 MS BIER S

NO. | &2 | mfELEE f£H=EME [1ISO |[I1SO [ISO | SOC |[CSA | PCl | NIST
E21 Ny 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 53
MS- | {7 | Establish an | FEA=E#E | 5.1.2 |5.1.1 SOC1 | GRM | 12.1 | AT-2
1.0 ﬁ@ information ﬁ{%:%\ﬁé 6.1.1 722 1.1 -02 124 AT-3
= security EIRRR, soc1 | GRM | 125 PM-1
iH/ | managemen | ZEE%E 12 _05 PM-2
AE | t system BIEERE PM-6
that @it SOC2 | GRM
implements | 1SO270015A 9.1 | -06
a control k. 1EH GRM
framework ISO/IEC -09
for 27001 ISMS AAC.
information | JAIE B9—3EB 02
security o, EE%R
which is EX)\=b =) =] AAC-
approved by | @F1ER=E 03
the business | I HEIS
owner(s)/ HREFIK
senior VeSS
managemen | BRI
t LARBS
M E=
SEIRER
2. [EFAFD
ZeHIE
%, FHEUS
TAIE, #83%
INIZER
1ISO27001 .
ISO27017.
1ISO27018.
CSA STAR.
ISO27701 .
1ISO29151.
SOC1/S0C2/
SOC3. PCI
DSS, #BXiE
PRl
AN S EF
-SRI
BY,
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NO. | &% | mfESLEE LHEME [1ISO |[I1SO [ISO | SOC [CSA | PCl | NIST
E21 i 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 &
- | {7 | Review ISO2700115
1.1 %% | content/ BEZeEiE
= information | (ARERZE
iR/ | security VPEBEFHEE
& | managemen | —RIEE%R
t policies SETRRER
and oimiE, B
processes at | SRAZRAZHY
least TEEER
annually. SERER
Policies =LA
must be HLARER
approved by | i@id
senior ISO270017A
managemen | iE, BE4
t. HSBIESE
=N
IEN AT
HE,
MS- | 158 | Train and LRTEETL
12 | &% |engage TBECHIE
= executive YW, X3
iR/ | managemen | FEIIFBE
WSE | t/ owner(s) |Iit&1ER
on the ZHEZE,
business' —RRITE
responsibiliti | EEHT
es to protect | —xiEill,
content at LURHEF
least BRIPE
annually. R, %O
RIS
SUEREL—AR
J'E'\I_I%To
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NO. | &% | mfESLEE H£HZEE [1ISO [I1ISO [ISO [ SOC [CSA | PCl | NIST
E21 i 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 =
MS- | {7 | Create an LRHTEE
1.3 | &% | information |I1SO27001%%
= security SOC2p9E
iR/ | managemen | 3K, SEHE3Z
5 | t group to ERIER
establish L EIBERH
and review | i2F%, HE
information | A=RYRIE
security MEELZE
managemen | EIEE(HS
t policies. S, RTA]
IRIEFINE
BEAHAY
SEZEH
RIIRERE
1ISO2700115
B&eEE
RERERE
VPEEFHEE
—RER%Z
SEIERER
FRAE o
MS- | Xif& | Develop a HARER | 5.1.2 SOC1 | GRM | 12.1 | CA-1
20 | &1 | formal, ST 611 1.2 02 1122 |RA-1
documented | IFRXBY. B SOC2 | GRM
security risk | STHIEFRHI 93 -08 RA-2
assessment | XS IRAHIEL
process 5w, 1ZBER GRM
focused on | EVEBEE 10
content FAEE— GRM
workflows Ko -1
and RUERIFAERT TVM-
sensitive HROEiR3 02
assets in SRR
order to TR,
identify and | g5
prioritize IZHIErES
risks of BER, X
content N B
theftand | pessmamis
leakage that TR, Izt
are relevant DT,
to the FEARRRI
facility. ey
LB
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NO. | &2 | mfELK #£R=/E [1ISO [ISO [ISO [SOC |[CSA | PCl | NIST
EHR N 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 53
MS- | Xif& | Conduct an | #EA=EE
2.1 &1E | internal HITX PG
security risk | {7, B&IFIR
assessment | BIFEEERIE
annually EFOIREF
and upon ERIBIRES
key Xk, 1R
workflow ESIRAIAY
changes— | XUBEREXT
based on, at | &1, XEiE
a minimum, | {GRER
the MPA EESIRE
Best Practice | BREIEE
Common RYERHL. 1=
Guidelines B1tSOC.
and the PCI DSS.
applicable ISO 270015
Supplement | &#14HA
al Guidelines | |8, A=
—and XS EIENE
document BAERIENT b
and act ERERTTmH
upon THEE,
identified == PR ER
risks. HAEHIE
AYFRBEMN,
HaFiFHE
SBE5HE
HUREXAY
XIS, LA
EEEINE
MIHEERK
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NO. | &%

Sy S

V2

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

MS- | Zx
3.0 £

Identify
security key
point(s) of
contact and
formally
define roles
and
responsibiliti
es for
content and
asset
protection.

HLHRH=E
(AR
2EHES)
iEIg =T
HiEERY,
LU g<y|
=ER=R
SiRHHS
ZRPS B
HHZeE
BEE,
HEREIRE
NE)=1=N
RIHIER
NHZEHE
RHBEA LS
. FiR
TAHEIER
AUCINE=pN
MELZe5
BEFALRIPRY
L isatEi)IFD
1, £
RTEIRE
ENENE=
&, EFEE
NOREH T
FI3 5%
it, SIEE
T2 MmILE
ZEWIRAY
1)1 F06H
i«T_I-o
HLAREIK
1815027001
EELZeE
BRZEIA
ik, #B&
FRIFE=
B EEIZAAE
HITEZ,
1ISO27001{=
BLeEE
IREBIEZ
FHEET
ILEBRDE
Ko

6.1.3

SOC1
1.1

HRS-
07

12.4
12.5

PM-2

SR 2.0
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NO. | &2 | mfELK #£R=/E [1ISO [ISO [ISO [SOC |[CSA | PCl | NIST
E2] W 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 53
MS- | BER | Establish HLHRE 51.1 | 722 |A SOC1 | MOS | 1.1 AT-1
40 | 5% |policesand | (#A=%Z |512 153 |103 [12 [-05 |15 |AT-2
FF | procedures | ZEHBEB) 691 |1 SOC2 | BCR- AT-3
regarding iEig =T 9.1 01 25 | AT4
asset and ISR, 813 ' 3.1 PL-1
content EiRTHN | 822 >0C2 | DSI-0 3.7 PS-7
security; =ERER 9.4 !
policies ZiREB™S BCR- | 43
should Z R 1 5.4
address the | IEfILLE AAC- | 6.7
following HEE, 01 73
topics, ata | giyjzzezs AAC- | g
minimum: (FEER= 02 8.1
Acceptable | UIF9EF=F0 8.4
use (e.g., ASHIE, ggRS— 8.8
social HHRER 9.10
media, AZ1S027001 :
Internet, SELZEE 108
phone, BARINE 11.6
personal D S EAVA) 121
devices, BRFHA '
mobile BLEEH 123
devices, etc.) | KB 12.4
Asset and E’_#Eéﬁ
content jﬂEE’Zﬁ?‘
e ISO27001{
;lra:dsaﬂcatlon %2%?%1@
handling W’%}éﬁ:
policies ﬁﬁ%‘f%
Business IE%:\HEE
s AT
continuity B, Bl
(backup, 29|‘, iﬁ‘\
retention ERE
and | uE=5%
restoration) HiEe
Content [EFATNZ S
transfer EZ,
processes BVSIAILE,
and systems | $§<IAUE
Change A
control and | 15027001
configuratio | 15027017,
n 1ISO27018.
managemen | CSA STAR,
t policy 15027701
1ISO29151.
SOC1/S0C2/
HShRAS 2.0 RN © L ARITERAGRAS 10
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NO. | &%

Sy S

V2

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

Confidentiali
ty policy
Digital
recording
devices (e.g.,
smart
phones,
digital
cameras,
camcorders)

Exception
policy (e.g.,
process to
document
policy
deviations)
Incident
response
policy
Mobile
device policy

Network,
internet and
wireless
policies

Password
controls
(e.g.,
password
minimum
length,
screensavers

)
Security
policy
Visitor policy
Disciplinary/
Sanction
policy
Internal
anonymous
method to
report piracy
or
mishandling

SOC3. PCl
DSS, #8xiE
PRl
AN S EF
-SRI EER
B,

SR 2.0
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NO. | &2 | mfELK LHEME [1ISO |[I1SO [ISO | SOC [CSA | PCl | NIST
E2] W 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 53
of content
(e.g.
telephone
hotline or
email
address)
MS- | BE& | Establish HLA=FIE
4.0.1 | 5%2 | dedicated FEAIR{AHE
=2 policies KR, 2
governing LEEDARN
the use of LohiAEE
social media | FBEEBEMAR
by company |55, RTE
personnel. | i@ ERN
ARGE)4E
YRR
MS- | B%& | Establish LRSS
4.0.2 | 5% | policies MRBLE
= governing ETRE
the using of | EME, 3
mobile BERIEE
computing | =5 EZH
devices. FRHZHIE
AYIE ARt
TEZ, 1Z
HESE
ot &
RENEE
Z3K,
SASRRA 2.0 IRIERE © EATITERARGIRAT 12
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NO. | &%

Sy S

V2

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

MS- | B
4.1 51z
=

Review and
update
security
policies and
procedures
at least
annually.

ISO2700115
BBl
RRERE
VEFHE
—RERR
S ETERMK
FMimiz, F
RIEEET
LASEHT, LA
A==
ARE XS IR
BRI EIS
Sto BIERMN
AERIRE
IREERER
B, 409
=ESKBEY
ISO270017A
iE, HEF
eSS
E=pSEL:AVAIN
IEA AT
HH,

SR 2.0
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NO. | &2 | mfELK #£R=/E [1ISO [ISO [ISO [SOC |[CSA | PCl | NIST
R i 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 =
MS- | B | Communicat | MK EE
42 |5 |eand PN (R
52 require sign- | RTEWT
off from all | JoEM )
company (BCG -
personnel Business
(e.qg., Conduct
employees, | Guide) , i@
temporary | TREHF—
workers, FRENEE
interns) and | #5l4T BCG &
third party | 3. Zi{#0
workers BE TR
(e.g., (EFEYN=IDQ]
contractors, | £RFEMLE
freelancers, | Z&5iERY
temp EZK, €5
agencies) RTMER
for all 2EIH, &
current EMEZLZE
policies, FIER, &
procedures, | IEETAE
and/or client | FIAMEL
requirement | £EERF0H
s. EEK,
SASRRA 2.0 IRIERE © EATITERARGIRAT 14
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NO. | &2 | RfELE £RZ=WE [1ISO [ISO [ISO [ SOC |[CSA | PCl | NIST
& N 2700 | 2701 | 2701 ccm | DSs | 800-
2 7 8 &
MS- | BZE | Develop and | fEA=RT
43 | 532 | regularly NIRRT
=3 update an DONBRES
awareness I, NEREZ
program IPEEE
about BZeW
security =, 7EERHER
policies and |8, RI&
procedures | EESINE
and train BReiE
company ll, FERY
personnel SELZEE
and third 1IIEB=AET
party X, SEhteF0
workers HE,
upon hire oY =il
and SR
annually e
thereafter e EOEE
on those I, FrER
security RT#HEE
policies and =R
procedu.res, TR =lls
addressing | a7 5FsC
the PFEARE
following - | sz #nye
areas at a BT(=E%R
minimum: 2. &
IT security EMELZE
policies and | &iBEH, R
procedures | T&BBET
NI
Content/ /-\EE' o
security and HFIEZ
handling in Ko
general and
client-
specific
requirement
s
Social media
policies
Social
engineering
prevention
Security
incident
MAGhRAS 2.0 RS © ARITTERARBIRAE] 15
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NO. | &2 | mfELK LHEME [1ISO |[I1SO [ISO | SOC [CSA | PCl | NIST
£ i 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 &
reporting
and
escalation
Disciplinary
policy
Encryption
and key
managemen
t for all
individuals
who handle
encrypted
content
Asset
disposal and
destruction
processes
MS- | Z5& | Establish a LR =s0E 16.1. A9.1 SOC1 | BCR- | 10.6 IR-1
5.0 Nghz | formal ISO270013 | 1 8.1 01 12.1 IR-2
incident YEERRE | 161, SOC1 | SEF-0
response BIEAER, 2 8.2 1 (R4
plan that HpEE% IR-5
describes IR RFE SEF-0 IR-6
actions to ik, 5 2
be taken G, AR SEF-0 R-7
when a HETRS 3 k-8
security B4R
incident is ERIPIERER
detected &, BfR=
and ZEEMHH
reported. ER N IER
Ul 4bI2
mERAR
B,
AR 2.0 RN © L ARITERAGRAS 16
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NO. | &% | mfESLEE #£R=ME [1ISO |ISO [ISO | SOC |CSA |PCI | NIST
E& N 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 53
MS- | {4 | Identify the | EA=SHE
5.1 Naiz | security ISO27001%R
incident 3 AVAEIS
response ZEEEAK
team who =, H¥g
will be B
responsible | RAZFOLT
for Xlo AR
detecting, HE TR
analyzing, SEHIRL
and BA; g*
remediating | RIEPEA
security BARET
incidents. HYJrzER
=
MS- | Z5{4 | Establisha | fEA=EEL
5.2 | WAL | security 1ISO27001{5
incident BLeEE
reporting kxR, Hp
process for | BE&HEHIT
individuals | RERFEFT
to report X, 2%
detected HeEidE
incidents to | PMERIEEED
the security | B4R
incident EilINDH~E
response
team.
SAERRS 2.0 RIS © EATIHERABRAT 17
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8= MPA B MR BAiER

3 £ MPA TR - HIFRBREMIRMESLE - B
FatERg (V4.08)

NO. | &2 | mfELK LHEME [1ISO |[I1SO [ISO | SOC [CSA | PCl | NIST
E2] N 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 53
MS- | =4 | Anonymous | FER=RT
5.2.1 | ARZ | reporting PN:EENPES
should be DONERES
made l, NEREZ
available to | JJIIRF&E4%0
organization | RTHITE
s with 50 or | BZRATIR
more =
employees BE=H AR
and third NZpiE=
party HEEZE
personnel =, HE
for reporting =)||hass
of content MEZeE
protection HEZ2IR
and privacy Bz,
concerns.
The
anonymous
reporting
tool
consisting of
an internal,
anonymous
telephone
number,
email
address,
and / or
website
should be
published
and also
provided
during
security
awareness
training.
MS- | & | (Removed N/A
5.3 Norz | and
combined
with
MS-5.2)
AR 2.0 RN © L ARITERAGRAS 18
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8= MPA B MR BAiER

3 = MPA % -

AT R ENRIELR -

FAtERE (V4. 08)

NO. | &2 | mfELK LHEME [1ISO |[I1SO [ISO | SOC [CSA | PCl | NIST
R i 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 =
MS- | \I'$% | Establish a THARER 17.1. SOC1 | BCR- CP
6.0 |EZE | formal plan | EZ 1 8.1 01
tEF0 | that 15022301\ i
KR | describes SIELEME 230 ggR
k& | actions to BRZIA
be taken to | iF, 7ERER 50C2 | BCR-
ensure L_LTJ-LQ 10.3 05
business EE TSR BCR-
continuity. K&, FH 08
Bl S5iELE BCR-
Egt‘], é 10
=
RRE. P BCR-
HRE. 2 1
BRARXE
EREEH
AO MRS SR
5RXTR
2o
MS- | W55 | Identify the | FEA=ER
6.1 iELE | business B
HFD | continuity 15022301\l
KR | team who SIELEMNE
&E | will be IBRZIA
responsible | iE, TEREB
for L4TL£
detecting, G EE
analyzing *hR, FiE
and TN SBEES
remediating ’Tf‘éfi*)ﬂ
continuity ZE, HgEl
incidents. LR
FIM#E
NEFER
fo —I—ij
ijZE,HE/)\J
RN E=przsy
I RIAYE
4,
SUASHRA 2.0 RIS © AT ERABRAT 19
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8= MPA B MR BAiER

3 £ MPA TR - HIFRBREMIRMESLE - B
FatERg (V4.08)

NO. | &2 | mfELK LHEME [1ISO |[I1SO [ISO | SOC [CSA | PCl | NIST
R i 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 =
MS- | yk5% | Establish a | £ H=EE
6.2 | &ELE | data backup | EiE
0 | policy that | 1SO22301:k
KX | addresses SEGHE
&S | the BARNE
following: HRAIE, &
Systems and | PIEBEEIL 7
s e
'A_-x
Retention e S
and MR R
protection rhEEskiY
requirement PN CAVE
S BINREE,
Backup VARBIRER Gt
frequency | R¥BATAT
Encryption | FATEEE,
R BIFMIA
tifncovery BeE (&
obj:ctives AnREH
(RTO) BB
Recovery
point
objectives
(RPO)
Restoration
testing
Secure
offsite
storage
SCASHRAS 2.0 IRBFRE © AT BRABRAT 20
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8= MPA B MR BAiER

3 £ MPA TR - HIFRBREMIRMESLE - B
FatERg (V4.08)

NO. | &%

Sy S

V2

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

MS- | 3
7.0 | i=Hl

Establish
policies and
procedures
to ensure
new data,
applications,
network,
and systems
components
have been
pre-
approved by
business
leadership.

CR=RE
=23 £ 0]
PR E
TOHTECE
=12, 8iF
IREVECEIR
B (ECEIR

KR g%

EEIUR
M. BCEIR
[BRYRE
£), IBR
BcEER
Z, FEd
SWECE
BIRHUERE
=l
CMDB(Confi
guration
Managemen
t
Database),
ECEIN.
BCEIHYE
HFIECEIR
ZIEHYRER
HITEE,
EHERIT
IR E
SRS
1=1TRIEA
=, £7%
IR ERN
i
M. RE
e
FNR FAERT
B, BiF
IRERIER
DRMEEE
REFFE
o (EmE
R, BE
REFRIH
WIZEES
22) . BB

=&, H%

14.2.

12.1.

SOC1
6.1

CCC-
01

CCC-
03

CCC-
04

CCC-
05

GRM
-01

6.4

C™M

SR 2.0
(2022-05-17)

WRIERE © LEARITERARERAF

21




EH= MPA BN MIRER ERfER

3 £ MPA TR - HIFRBREMIRMESLE - B
FatERg (V4.08)

NO. | &%

Sy S

V2

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

ZRIAF
BYEEIHT
TEEHE,
FRERIZEE
ERISAERL
&, HEE
ZIEHITR
BERAIFIT
[E1R3ZEE1E
NEEZEE
Rz, Bl
IFERT A
BRI RIS
H, AR
TEEHIS
I, #REEiE
T SEEFIR
e, A
exf. &
ZEEZT
HITRD
BIE, (%
BERRE
Mt T ## 3T
BEfE. B
K, TEX
AIEHRS]
VELANERE
AIRERYRS

I o

SCASRRAS 2.0

(2022-05-17)
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8= MPA B MR BAiER

3 £ MPA TR - HIFRBREMIRMESLE - B
FatERg (V4.08)

NO. | &% | &{EsLik #£H=EME [I1ISO | 1SO | I1SO | SOC | CSA | PCI NIST
& N 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 53
MS- | T4E | Document RIPAEEL 11.1
8.0 |2 | workflows ERTER
tracking MRS
content and | =EFRIE
authorizatio | {¥, EAXE
n PERERBYHE
checkpoints. | ZFR{EZR
Include the | %&. 4.
following iz EdE N
processes HUERYFTE
for both BFOFE S
physical and | %,
digital
content:
Delivery
(receipt/
return)
Ingest
Movement
Storage
Removal/
destruction
MS- | T{E | (Removed N/A
8.1 iz | and
combined
with
MS-8.0)
NHShRA 2.0 IRIERE © LATITERAGIRAT 23
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8= MPA B MR BAiER

3 £ MPA TR - HIFRBREMIRMESLE - B
FatERg (V4.08)

NO. | &%

Sy S

V2

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

MS-
9.0

HAZR
e7lbay

Segregate
duties
within the
content
workflow.
Implement
and
document
compensatin
g controls
where
segregation
is not
practical.

LARMKIE
1SO270014Y
ERET T
IBIaEEIE
RIS SUN
{LIER . 4R
[RoER
), EEARS
RTAR
SR TEH
%, B
WEeHET
EEENE
SRR
HRATERN
{KBt, MAF
STEA PR
TaEsE
B
AT
PiZRYE
LY =Py
(VPC) BRSS
EpSLEIRlA
EHFAEM
RINEE, L
NG
EE=EM
el ke St
=, #HPA
LseeEiE
HoRIEHL
MBS
BE, HFiE@
I HCEMLE
ACLFNIZ 24
N, Xgd
HFRIFIE
AT PLE
mEHT™
BHER,
wEHFE
My FERIM
HIREE
X, A=
SFFEFR

6.1.2

IAM-
01

IAM-
02

IAM-
03

IAM-
05

IAM-
06

SR 2.0
(2022-05-17)
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8= MPA B MR BAiER

3 = MPA % -

AT R ENRIELR -

FatgR (V4. 08)

NO. | &%

Sy S

V2

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

EEFIRE
{sE FRYPIRFN
Jedi=canalbas
BrREF
ER, 1=2HM
LEIINE
FOAIEBIE
BENDX
BEARIPF
S ESSE
AR
LARIRE
REMSS4
EFERL
EA[EER

=, ;‘Eﬁ
RBACK[RE
B, ERIR
BRDA: #%
DML, %
AL &
2RE.
BERS.
L les4: 272N
Jlagaricral
F, & Hm
fAEERE
AJ\BEIE/\
BEIsII AR
@ﬁﬁ%ﬁ%ﬂ’ﬂ
", Hit
RELNH
=18

MS- | =

10.0 | &

Perform
background
screening
checks on
all company
personnel,
third party
workers, and
their
relevant
subcontracto
rs.

LAREK
MERIL
KRR
T ExBiE
HITESIE
&, O
W E=3==
EXFIMEBA
RRiTES
BE,

SOC2
9.5

HRS-
02

12.7 | PS-3

SR 2.0
(2022-05-17)
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8= MPA B MR BAiER

3 = MPA % -

AT R ENRIELR -

FatgR (V4. 08)

NO. | &2 | mfELK LHEME [1ISO |[I1SO [ISO | SOC [CSA | PCl | NIST
E21 i 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 &
MS- | {2 | Require all | RTAIR 7.1.2 A HRS- PL-4
11.0 | thi¥ | company B, BBMN |g14 10.1 01 PS-6
personnel to | BERHMY A HRS- PS-8
sign a BIRER 06 PS-4
confidentiali | FX, MNZER PS-6
ty MRTIEE PS-8
agreement | &FEHEX SA-9
(e.g., non- NDA, ®T
disclosure) BEEEN
upon hire BRI
and review | ¥, RTK
annually BETAE
thereafter, ZINMELR
that includes | £BEF0F
requirement | &K,
s for
handling
and
protecting
content.
MS- | {£2% | Require all | FER=HIE
11.1 | #MY | company TAR Z‘i@
personnel to | H8XAIE
return all HE, EFR
content and | R T EHI,
client EREA
information | EE3ZARIF
in their BRI =
possession | B&E, 5
upon BIEtkES
termination | E/W$SXER
of their KIFE, &
employment | {Efk{HIGIZ
or contract. | BBE{EIMNMY
il SR
BHESE
IMBYr=4%
BER, #F
B
RHAYE
~o
XAGRRAS 2.0 RS © EARITERARBIRAE 26
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8= MPA B MR BAiER

3 £ MPA TR - HIFRBREMIRMESLE - B
FatERg (V4.08)

NO. | &2 | mfELK LHEME [1ISO |[I1SO [ISO | SOC [CSA | PCl | NIST
E21 i 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 &
MS- | 88= | Require all | 3FF9MEEA | 7.1.1 [16.1. [ A7.1 | SOCT | DCS- |26 PL-4
120 | AfE |thirdparty | &, O |75 |1 511 102 126 | PS4
F5 | workers IJRESH 16.1. SOC1 | DCs- PS-6
Ufiipin (e.g., FriE4R4nss 7.2.1 2 512 07 128 PS-7
freelancers) | ZIRZH 8.1.4 129 | sa9
who handle |1, &E&1E | 111 DCS-
content to BIGERE | o 09
sign BER, 5 IVS-1
confidentiali | #MEBARIN 1
ty FREZD
agreements | %,
(e.g., non-
disclosure)
upon
engagement
MS- | = | Require all | fERTEK
12.1 | A{#F | third party | TES1E&LE
B5S | workersto | AY, X+F4h
5% | return all BARB®
content and | i8FHEE
client AESIEIR
information | BHF4ERY
in their =8, &0
possession | BRI JNA%ER
upon BIEMYF
termination | LAZE, 0
of their KRR AT
contract. BRER
89, RFLA
EIlErz:=|
82
XAGRRAS 2.0 IR © EATIHERARERAT 27
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EH= MPA BN MIRER ERfER

3 £ MPA TR - HIFRBREMIRMESLE - B

Fat5Rs (v4.08)

NO. | &%

Sy S

V2

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

MS-
12.2

st

Include
security
requirement
s in third

party
contracts.

LARMKIE
1SO270014Y
EREIEE
=F1thR

&, #5H
EERENR
BRSZKFED
W, MY
BEZEHM
BRFAZLEAL
EBr9EK,
5HNEE
THNSRE
BRI
BREIFEER
2, fEA
BHEI=
iESSHEIBA A

RHE.

SR 2.0
(2022-05-17)
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8= MPA B MR BAiER

3 £ MPA TR - HIFRBREMIRMESLE - B
FatERg (V4.08)

NO. | &2 | mfELK LHEME [1ISO |[I1SO [ISO | SOC [CSA | PCl | NIST
e N 2700 | 2701 | 2701 ccm | DSs | 800-
2 7 8 =
MS- | 8= | Implement a | R Ze
12.3 | BfE | process to FOPRFAZESK
B5 | reclaim BEEES
fEi%k | content ENEEM
when W, 5%
terminating | =ARIWSE
relationships | X#EARR
with third EETR]
party service | FIEE=T5%
providers. R, BER
FERIPER
A=)
EPSEErE
FH9AIE] .
LRI EER
EE1EELE
B, X3F4h
BARBT
REFES
RESIEIR
B4R
=8, #0O
SR IR R
BIEIMY T
LASNE, tn
== SN
BRYEE
19, NFLA
Bl &%
g2
MS- | 8= | Require fLhz=Ed
124 | 75f& | third party | EEZITE
B5 |workersto | BRENIAE
&% | be bonded R GRS
and insured | iT[EHIEHR
where Rk EE
appropriate | L EXILE
(e.g., courier | A=ERRY
service). EXRFEE
XEHHFS
s
HYRRZA 2.0 RIS © EARITERARBIRAT 29

(2022-05-17)



8= MPA B MR BAiER

3 £ MPA TR - HIFRBREMIRMESLE - B
FatERg (V4.08)

NO. | &%

Sy S

V2

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

MS-

125 | BfE

st

Restrict third
party access
to content /
production
areas unless
required for
their job
function.

LARMKIE
1SO270014Y
EREIEE
=F1thR
&, #5H
EERER
BRSB K
W, YA
BEZEHM
BEFAZLEAL
BREK,
EIEHIAE)
BPRA B
TEIRSS T
PR, [E
BY, fh=
Bl &
HR%, ™
BEZEE
F=HEA
BMAREAN
R o

MS- | =
12.5. | B{&E

Ufiis

Control
access of
third party
IT service
providers to
the
computing
environment

ERTHE
=BHARE
{HERIRATMK
S, EAR
HRIEE T
{RERRS T
ERE, &
TR PR AR\
WENIE
RMHNR,
B EXIR
SEEIMAIE
&, NMARE
Fr. Btz
1. MLEE
Ha9i5IE] .

SR 2.0
(2022-05-17)
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3 £ MPA TR - HIFRBREMIRMESLE - B
FatERg (V4.08)

NO. | &2 | mfELK LHEME [1ISO |[I1SO [ISO | SOC [CSA | PCl | NIST
/R N 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 53
MS- | 8= | Notify ey P EAVA
12.6 | HfE | clients if LR PR
F5 | third parties | FIMAEE K
&% | areused to | X, ®IEH
handle or EE1TEIRY
store RENE&ELL
content, or | REREEIT
work is [ER9EHATE
offloaded to | {HRETEH
another NI
company. =EAFNE
Perform due | SRKFIARINX
diligence of | BHHS
third parties. | 4.
Third parties
also include
providers of
IT services.
Obtain
client
approval for
use of third
parties who
handle,
store, or
have access
to content.
AR 2.0 RN © L ARITERAGRAS 31
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8= MPA B MR BAiER

3 £ MPA TR - HEIFRBREMIRMESLE - B

Fat5Rs (v4.08)

3.2 PS ¥)18&%

NO. | &%

E/E

NI

Y

ISO

270
17

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

PS-1 | A
0 A/
0O

Secure all
entry/exit
points of the
facility at all
times,
including
loading dock
doors and
windows.

ERh=EF
EFFLIEST
= ROYPIEFD
WBL L
PR
TERNHEE
B
GB50174
(EBFER
BRI
3B ) AZERN
TIA942 ( ¥
EROHE
BIEEMIZ
et )
T3t
ER=EIE
RO E
BARNIZ
S, T
HiEFOE
X R 2 HAY
TOgE
7*24/\BFHF
ZANRiHT
EicEs,
PREIF s
FKiFAN R
BGERTE
B, J&42
HBRFRER
BHX 155
BARZE
R, T8
BHiZAREH
MUR, £
yopae 3 Eias
B EST=]
ERRE
ZIFEAR S
M, FFEkR
YRR
XFHLESM
El. HA

SOC1
5.1

SOC1
5.6

DCS-
02

DCS-
06

DCS-
07

DCS-
09

9.1 PE-1
PE-2
PE-3
PE-6

SR 2.0
(2022-05-17)
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3 ££9= MPA LR - HIFNBARSHIR(ESLE - &
8= MPA B MR BAiER g/ (Vv4.08)

NO. | &% | BRfEsCE HRH=EWME [1SO | I1ISO | I1ISO | SOC | CSA | PCI NIST

£S5 i 2700 | 270 | 2701 ccm | DSS | 800-
2 17 |8 53

0. EER.
BB, YR
EiT724
INES A RRER
s,
ESTAL)R
K. 2%
BXEh. 1R%
ARIHE
FULERTK
B, HiRE
FERKER
%, JEE
EPNn=tii
ZIREHR
AT
RE,

SCASHRAS 2.0 IRBFRE © AT BRABRAT 33
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8= MPA B MR BAiER

3 = MPA (% -

HIFABREAIRIESLE - 8

Fat5Rs (v4.08)

NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
EHR R 2700 |270 | 2701 ccm | DSS | 800-
2 17 |8 33
PS-1 | A Control LRHTEIE
1 M/ | access to FILAMESR
H [ | areas where | ZEYE
content is i, Egit
handled by | fETFIizE
segregating | i, SIEZ
the content | D THLEY
area from BXi, &
other facility | BHE TS
areas (e.g., B ERESHIH
administrativ | {4, LARSSE
e offices, YPIEFNIAE
waiting BERK
rooms, e
loading KT A 2
docks, R
courier B MR
pickup and hORER R
drop-off EHARII0
areas, RETEX
replication 1B—F 24 /]\
and B, —& 7
mastering). X, B) 7* 24
INTFRZ AN
SHTEIC
25 , REl
FisiERiB
)\J\&WE
IpErEE
Bz U%éﬁ
T_ 71' ERIX
1a SRENA[E]
ZERIEH
WE=3 AR ES
%, RS
PAREHAN
R o
XAGRRZS 2.0 IR © LATITERAREIEA 34
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3 £ MPA TR - HEIFRBREMIRMESLE - B
FatERg (Vv4.08)

NO. | £% | B=fELi R =HmO] ISO ISO | ISO SOC CSA PCI NIST
£ i 2700 | 270 | 2701 ccm | DSs | 800-
2 17 8 33
PS-1 | A | Control FERAEEH
2 O/ | access where | IBFRNEE
H [ | there are BEEEE
collocated aE, &k
businesses in | EE/AE
a facility, HREHORY
which HEEEE
includes but | IE,
is not LHETE
limited to SEEARR
the RS,
following: TEXURET)
Segregating | EIXRER
work areas | BOIIOIRE
Implementin 7*24/J\\Ej{%
- ZARIHT
g access ‘
controlled Zicks,
entrances BE@EU#%E}
and exits ;E}EJKEE
that can be | REIE
segmented Bl XI55
per business IME, A
unit A. ERR.
Loaa G, A5
gg‘lng'and SEW(T724
monitoring | ,[\gifE%ER
of all WS, ¥
entranges S54ThMN%
and exits | gy [z
pithin B 4k
acility =EIARE
All tenants 5izEmth
within the ERER
facility must | &, EAHz=
be reported | ERENIARE
to client T
prior to ERE, L
engagement | fhLERIER
Aa,
SCRYRRZR 2.0 IR © EATITEEABIRAS 35
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8= MPA B MR BAiER g/ (Vv4.08)

(2022-05-17)

NO. | &% | =IELHK HEH=ME [1ISO | I1SO [ISO | SOC [ CSA | PCl NIST
EK R 2700 | 270 | 2701 ccm | DSS | 800-
17 |8 53
PS-2 | iAZ | Maintaina | IBZIHAEL SOC1 | IAM- | 9.1 PE-2
0 ¥ | detailed RO 5.1 04 9.2 PE-3
N/ | visitors’ log | EEHTEH SOC1 | DCS- | o
BEFF | and include |i&, #HAH 5.4 09 94 PE-7
the BHRORE
following: EHTE
Name ic, hEH
FEEE
Company g= N
Time in/time | 8. AJja).
out hEEZ
Reason for Fo
visit
Person/
people
visited
Signature of
visitor
Badge
number
assigned
PS-2 | 352 | Assign an ESL I
1 it identificatio | IEFOATE
A/ | nbadge or | EFRENFHA
BFF | sticker which | &ipZ=hRE,
must be hEEFRT
visible at all | BiRipZE
times, to 508
each visitor
and collect
badges upon
exit.
PS-2 | 5% | Do not TFEAEAN
2 yeas provide REANZE
N/ | visitors with | EE#IES
BEFF | key card EXRIFEE
access to HIEF O
content / B RNE/E
production | FEXIHZAE
areas. BENRTRE
BB
NHShRA 2.0 IRIERE © LATITERAGIRAT 36




ER= MPA BN MIRER ERfER

3 £ MPA TR - HEIFRBREMIRMESLE - B
FatERg (Vv4.08)

NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
- Ry 2700 | 270 | 2701 ccm | DSS | 800-
2 17 |8 53
PS-2 | i5E | Require ey PN
3 iH# visitors to be | RHEANZE
N/ | escorted by | EIEMIES
BF | authorized BRIFEE
employees | RO
while on- mEkRE/E
site, or in FX1EZREA
content / ENRIRE
production BB
areas.
PS-2 | i5% | Visitors TER=ER
3.1 | should be HIEPOW
N/ |requiredto | EZBAREL
=EFF | signa SENVESES
nondisclosur | {REFHY,
e agreement | S5izERBS
(NDA) and | ITHEES
sign a visitor | FIEREIE
log prior to | FIEE A
entering a RNIEFR
facility. B, —
RRAYEES
IDRIBAR
EEHES
DRERAR
£iEfEE],
HEREEE
—ARPRHIX
taiE o
NHShRA 2.0 RN © L ARITERAGRAS 37
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NO. | &% | &fEXH #£H=WE [1SO |I1SO [ISO | SOC |[CSA |PCl | NIST
£ R 2700 |270 | 2701 ccm | DSs | 800-
2 17 |8 =

PS-3 | B1p | For LARITE 11.1. SOC1 | DCS- | 9.1 PE-3
0 BB | organization |#EBHOAR |2 5.1 09 92

s with 25 or | FKEAE=

more BRIHIT 9.4

employees | BHEIE,

and third- RTHA]

party BRI

workers, FRAANS

provide IMRBIEHE

company X551 TEEY

personnel PR

and long-

term third

party

workers

(e.g.

janitorial)

with a photo

identificatio

n badge that

is required

to be visible

at all times.
NHERRA 2.0 RN © LARITBIRABREAD 38
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NO. | &%

EH=AE
R

ISO
2700

ISO

270
17

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

PS-4

Implement
perimeter
security
controls that
address risks
that the
facility may
be exposed
to as
identified by
the

organization'

s risk
assessment.

ERh=EH
EFFLHE
= ROYPTEFD
7N =z s]
PR,
FEFIEHE,
HE
GB50174
(BFEE
MBEIRIHR
3B ) ASEHN
TIA942 ( ¥
EROHE
WISEMIZ
et )
BIT3tRAE .
ER=EIE
PR E
BARMIZ
g2, &
HEFOE
X R FEFAY
JORE
724/NBFHR
Z NRiHT
EicEs,
PREIF s
KiIHANRIE
BGETE
B, &4z
HIRFER
BX 5%
BAE%E
REERYITIZE
BHIRS,
TEAEERZA
R
R, A=
HIERIDR
FAXmiEA
RINB LR
AR M,
FHiERyIER
B, XIH
E5MNE. H
A0, =
JiR. EBHE.

MBEZFHT

11.1.

SOC1
5.1

SOC1
54

DCS-
02

9.1

PE-3

SR 2.0
(2022-05-17)
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NO. | &%

EH=AE
R

ISO
2700

ISO

270
17

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

7724/ N8I
HEFEAR N

=, 540
AN, (7]
BN
FREZANRRY
HiEpiOE
RIS, 7
IREEEIK
BRS, 3
IEEBA
Hithz2 RS
B BT

AEIRE.

PS-4 | 4N
A ZE

Place
security
guards at
perimeter
entrances
and non-
emergency
entry/exit
points.

EHh=HIE
RIOTEE
EARNIK
sith, &
RO
X R HAY
ORE
7*24/NB3 R
T AT
Bic&H,
PREIF itz
FinARE
BB
El. REZA
SXFEEH
DTERTIK
8, FirE
FEEIKER
. MAEE
IBANFIE A
LRSI
R EHATAE
;E%O E
B, hm
WEDRIA
BEUAO
GIN=PSith
NIRRT
FRLIGRE
o

SR 2.0
(2022-05-17)
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NO. | &%

EH=AE
R

ISO
2700

ISO

270
17

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

PS-4

Implement a
daily
security
patrol
process with
a
randomized
schedule
and
document
the patrol
results in a
log.

LHTERE
HRIOTESE
BARKIZ
|iHE, &
iR O
X R FHY
NORE

7 24/\BFR
T ARIHIT
Bic&s,

PRA&IF iz
FinARIR
REBLE

B, 5=
HIRFEAR
ERIX R
BArEZRE
SRERRYIIZEE
EHIRSE,

FEREERRZA
SHAX

PR. A=
HiEPIOFR
F=RIERA
BIHLEE Z R
AR ,

FHEPRIIE
foB, X3
FBHNEL
AB. E

JER . EBAE.

MBEZFHT
7724/ N8I
PEFEAR N

=, 540
HNERL, (7]
BEEXDN .
FREZANRRY
HiEpiOE
RIKE,
IREEEIK
BRS, 3
IEEBA
Hithz2 RS
SR BT

FEIRE.

SR 2.0
(2022-05-17)

WRIERE © EARITERARERAF

41




8= MPA B MR BAiER

3 £ MPA TR - HEIFRBREMIRMESLE - B
FatERg (Vv4.08)

NO. | &%

EH=AE
R

ISO
2700

ISO

270
17

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

PS-4

Lock
Perimeter
gates at all
times.

ERh=EH
EFFLHE
= ROYPTEFD
7N =z s]
PR,
TEFIEHE,
HE
GB50174
(BFEE
MBEIRIHR
3B ) ASEHN
TIA942 ( ¥
EROHE
WBISEMIZ
et )
BIT3tRAE .
HIERIDR
FAXgiEA
BINBE LR
S Z N
FHiERy IR
B, XIH
ESMNE. H
PNENE-=
JiR. EBHE.
MBEEHT
7*24/\Bi7]
KBS
=, #5440
HNEERL . 1]
B o

SR 2.0
(2022-05-17)

WRIERE © EARITERARERAF

42




8= MPA B MR BAiER

3 £ MPA TR - HEIFRBREMIRMESLE - B
FatERg (Vv4.08)

NO. | &%

ER

EH=AE
R

ISO
2700

ISO

270
17

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

PS-5 2

B I

Install a
centralized,
audible
alarm
system that
covers all
entry/exit
points
(including
emergency
exits),
windows,
loading
docks, fire
escapes, and
restricted
areas (e.g.,
vault, server/
machine
room, etc.).

ER=HIE
USRS
BIEFEAIHL
BZEREA
W\, FHiE
[E7pE )
£, JHE
EINEE N N
O. E8R.
BB, HE
EiT724
INES A REER
s,
AL
K. 2%
BXZh. 1R%
ARIHE
FULERTK
B, HiRE
FERKER
%, JEE
EPNn=tii
ZIREHR
AT
RE,
HIEHOER
E7TBIR
ZMBEK
XKEZ, &
T A
AUMFBIR
XitE. B
RERZS
it 15
= BN
FEXED, BN
FEIMER
ERTAE
5, thag
BRI K
REHBLUE
FKIE -

11.1.

SOC1
5.1

SOC1
53

SOC1
5.6

SOC1
5.7

DCS-
02

DCS-
07

IAM-
02

IAM-
04

IAM-
05

IAM-
10

9.1

AC-6
PE-3
PE-6
PE-9
PE-10
PE-11
PE-13

SR 2.0
(2022-05-17)
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NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
£ Ry 2700 | 270 | 2701 ccm | DSS | 800-
2 17 |8 =
PS-5 | Z4R | Install and LAREIRE
A s effectively FuRES
position BUEFRYML
motion BZREAR
detectors in | Y&, FFiE
restricted FRYDIERS
areas (e.g., | &, IINE
vault, server/ | 4MNEl. EHA
machine H. EER.
room) and EBiE. YUE
configure Fit137*24
them to INESAREER
alert the L YN E 22
appropriate | EH{TUR
security and | &, 541
other MR 7]
personnel BEA .
(e.g. project | {RZARRS
managers, | #iEFOE
producer, RE, #
head of REELK
editorial, BXE%, X
incident EEBANF
response Hith={RE
team, etc.). | {ERATIHIT
BEIRE .
HYRRZA 2.0 RIS © EARITERARBIRAT 44
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NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
£ Ry 2700 | 270 | 2701 ccm | DSS | 800-
2 17 |8 =
PS-5 | 4R | Install door | HEHREHIE
2 52 prop alarms | UL
in restricted | BUEFIAIHN
areas (e.g. BRIFHAR
vault, server, | ¥, Fig
machine [E2EE =)
rooms) to £, B
notify when | 4MNE. B
sensitive H. EER.
entry/exit B, VB
points are FiH177724
open for INBS AR ER
longer than | &K%
a pre- i
determined | 2, H54T
period of MR, 7]
time (e.g., BERERN,
60 seconds). | {RLERIK
B
A0, UKk
AIHIAEAN
H3TFHIR
MER.
HYRRZA 2.0 RIS © EARITERARBIRAT 45
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FatERg (Vv4.08)

NO. | 2% | {3 #£A=MME [1SO [1SO [I1SO |[SOC |[CSA |PCl | NIST
ER R 2700 |270 | 2701 ccm | DSS | 800-
2 17 |8 =
PS-5 | 4R | Configure LRHTEIE
3 s alarms to FORAH
provide BUEFRYML
escalation BLREA
notifications | %M, FiE
directly to FRYIIERS
the £, B
personnel in | JMNE. HA
charge of H. EEE.
security and | B8, HE
other FH177*24
personnel INESAERER
(e.g., project | #is, Ff
managers, SRR
producer, Ri. &%
head of BED . (RE
editorial, NP
incident ARG ERT K
response &, FRE
team, etc.). | EERIKER
%o XEE
EPN=ti)
ZIREHR
AT
;E% o
PS-5 | E#R | Assign HLRH=AED
4 = unique arm | BIIAMER St
and disarm | =EXJEIEF
codes to RIS
each person | apEIHARYE
that requires | 12, XHERY
access to the | BPEE.
alarm BRfSZ. 500
system and | IR, K=
restrict ERHITE
access to all | iE5EIE,
other
personnel.
SAERRS 2.0 RIS © EATIHERABRAT 46
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NO.

RE
ER

EH=AE
R

ISO
2700

ISO

270
17

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

PS-5

ik

B I

Review the
list of users
who can
arm and
disarm
alarm
systems
quarterly, or
upon change
of personnel.

LARMKIE
1SO27001HY
KRBT T
BIaEEIE
WIS =UN
LR #R
[RoBEE
), EERRS
RTAHINR
SEEH{TEH
%, B
N h =
ESEENE
SRR o
HRTERN
RERES
{KRY, MR
XTEA PRI
TaE5E
X, RTH
EhE. 1RME
ZHEIEE
FEERIRT
&) LN R B
ZHEKo

PS-5

Test the
alarm
system
quarterly.

Th=sE
EH=ER
RERSE=
&I
D RVHITRS
ERERIER
BRIRSR.
RZFE. PO4%
TR
::8

SR 2.0
(2022-05-17)
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NO. | &%

ER

EH=AE
R

ISO
2700

ISO

270
17

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

PS-5 2

B I

Implement
fire safety
measures so
that in the
event of a
power
outage, fire
doors fail
open, and all
others fail
shut to
prevent
unauthorize
d access.

HHEXIE
5. P&
EHITITHE
Bz, 5
=EHEHO
RASHRE
P EIRE
V55 7*24/)\
Afesiz
17, BHEH
FERNRF
FREAEZE
R USRI ER
hEELEE,
(=2
BB, &
EE TR A RS
ISTES ]!
Heg, LT
\:ppaa=—i
HEE A
[BIETER R
(UPS
Uninterrupte
d Power
Supply), 2
IR
BN,
EH=EE
FRICERERR
KEFERITZ
—IRigitiE
T, EATA
B KA
#, wHEE
2R
Bo RAT
BELIA . Tk
B45, £8
AEEAE
%, HigE
T iRRERAS
xE. 5hE
TEIHRE
FERIR K
R, Relg
RIE A
HFFER K

SR 2.0
(2022-05-17)
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NO. | &%

EH=AE
R

ISO ISO | ISO CSA | PCI NIST

2700 | 270 | 2701 ccm | DSS | 800-
2 17 |8 53

SOC

5. Bak
ZERFSH
. M.

XIS EEX
o1, BER
MBS
TNET,

tEEFEE
IR KRG
EL‘)&?%UX

’Iﬁ o

PS-6 | 1Y

Document
and
implement a
process to
manage
facility
access and
keep records
of any
changes to
access
rights.

LARMKIE
1SO27001HY
KRBT T
IBIaEEIE
RS =UN
LR 4R
[RoBEE
), EERRS
RTAINR
SEEH{TEH
%, B
EHET
ESEENE
SRR
HRTERN
RERES
{ERY, XA
XTEA PRI
TaE5E
X, RTH
EhE. 1RME
EHFIEE
FEZERIRT
&) LN R B
ZHEKo

SOC | 1AM- | 9.1
151 102 |g5

SOC | IAM- [g4
153 |05

IAM-
10

IVS-0

PE-2
PE-3

SR 2.0
(2022-05-17)
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NO. | &%

EH=AE
R

ISO
2700

ISO

270
17

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

PS-6

Restrict
access to
production
systems to
authorized
personnel
only.

R EXGiE
ANEHERE
RGN
=EERH
FTTREAIR
PRI
&, XSERT
HATRISIN
EHIEER
{FLiT2HE
RBEESH
ito
Eh=EE
SRR
X EEFIAILE
5, Aae@
T2z
NEEF
H, FrBE
{EEf=IER
BEF MRS
EIXEIEEH

SHITR
%

SIASRRAS 2.0

(2022-05-17)
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NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
e i 2700 | 270 | 2701 ccm | DSS | 800-
2 17 |8 =
PS-6 | %X | Review LRTEKIE
2 access to RITEE
restricted EREIRM
areas (e.g., | FFERIS/N
vault, server/ | ¥R, HE
machine HANG I PR+
room) fTEIE, (#
quarterly RBERARPR
and when EERAYA
the roles or | RiEB{ER/
employment | ABREREN
status of RT REM
company E=FERK
personnel SRETW
and/or third | f5, QIEER
party YV
workers are | 5, 1REBAE
changed. o). BER%Z
SHES
B, IFTAER
BAE. B
ARHITE
NZEH
', GiFR
RRKS
RSBk &
K&,
HYRRZA 2.0 RIS © EARITERARBIRAT 51
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NO. | &%

EH=AE
R

ISO

270
17

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

PS-7

Implement
electronic
access
throughout
the facility
to cover all
entry/exit
points and
all areas
where
content is
stored,
transmitted,

or processed.

LRTERE
RIS E
BARKIZ
|iHE, &
iR O
X M FEHAT
NORET
EXE—X
24/NBF . —
A7x, Bi7*
2UNEHRZ
ARHTE
ic&EE, R
il =R
DA RIRIR
aaEE
RE=SEIES
FIEAEIRY
X3 RENA
ERERE
ESIESS 2]
HZARL
AR
EREHER
TiETEHR
BRITR/INE
53 Bet
R, FE
SEREE
RS, 8
RARSY ]
1. 12KF
BRIFHHTIR
EHicR.

SOC1
5.1

SOC1
53

DCS-
02

9.1
9.2
94

PE-2
PE-3

SR 2.0
(2022-05-17)
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NO. | &% | BRfEsCE HRH=EWME [1SO | I1ISO | I1ISO | SOC | CSA | PCI NIST

£S5 i 2700 | 270 | 2701 ccm | DSS | 800-
2 17 |8 53

PS-7 | BBF | Restrict IAMZR it
R N | electronic PUEE LTI
17241 | access RIe4%m
system [EHARYE
administrati | 18, XHEARY
on to SmEE.
appropriate | BRfi. i5id
personnel. R WS
EKAHITE
11%'3 %,
LAREZ
G RHIA
IBEARH
TEE, LU
SCHIERER
B,
HLARITE
MNAPISERIE
B5%A=
|IAMBYEE R
SE=LnEm
ik, RRR
BEIEMND
Do)z =
ZraeimIaEn
.-:EEEII/—

l:l |—l J E{g
EnEEET
TLS f0%%,

SCASHRA 2.0 RIS © AT ERABRAT 53
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NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
e i 2700 | 270 | 2701 ccm | DSS | 800-
2 17 |8 =
PS-7 | EBF | Store card LAREIRE
2 N | stock and FIOTERRE
=4l | electronic BARMIZ
access gL, &
devices (e.qg., | #iEH O
keycards, EYSEELAL:Y
key fobs) in | [JOIRET
a locked eXE—XK
cabinet and | 24/\B3. —
ensure A7Xx, Bi7*
electronic 24 NEHRR
access ARHITE
devices IcEE, R
remain il FF RSk
disabled B ARSI
prior to asEE .
being RS ES
assigned to | BAEAREIRY
personnel. X 13 REXA~
Store EZ 2R
unassigned | BIIJEEIRH
electronic A5, ™H&
access HIZARE
devices (e.g., | AR,
keycards, R ETR
key fobs) in T TIE=
a locked BHE/NE
cabinet and Bl EAY
ensure these R, HXJE
remain TEReE
disabled BES%. 8
prior to ARSIl
being ENEEEE
assigned to IRVEEITS
personnel. SRR,
XAGRRZS 2.0 IR © ATIHERARERAT 54



ER= MPA BN MIRER ERfER

3 £ MPA TR - HEIFRBREMIRMESLE - B
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NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
£ R 2700 |270 | 2701 ccm | DSS | 800-
2 17 |8 33
PS-7 | EBF | Disable lost | #£A=HIA
3 N | electronic ZFETEME
=41 | access EXRRIHE
devices (e.g., | HIAESLT
keycards, <A R A i
key fobs) in | AZERE
the system | i, &£h=
before RELE R
issuing a MERE,
new SR ITEF
electronic BENREH
access 55—
device. 2, giEK
BHIEE
AW Bl
FOIPRIES
o
PS-7 | EBF | Issue third PERE=
A4 AN | party access | ARIAYE
1=#l | electronic FENRE
access RIRTEIRE
devices with | ZHAAE,
a set EREFIE
expiration NIZEEIHR
date (e.g. 90 | Bti#H4T[E]
days) based | Wz, FHIT
on an PR
approved k.
timeframe.
XAGRRZS 2.0 IR © ATIHERARERAT 55
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NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
EHR R 2700 |270 | 2701 ccm | DSS | 800-
2 17 |8 53
PS-8 | Z48 | Limit the LARMKIE | 9.26 SOC1 | DCS- | 9.1 PE-2
0 distribution | ISO2700169 | 14 1 5.1 02 PE-3
of master ERET HRS-
keys and / HIOEHIE 01 M-S
or keys to HEk, & CM-8
restricted BRI
areas to LR #R
authorized [Ro=ER
personnel W, EHARXS
only (e.g., RTHIR
owner, BRI TE
facilities %, B
managemen | BHET
t). EEERNE
S
HRTERN
RERET
fLhs, MAT
XTEA PR
ITEESE
X, RTH
Ehk. BME
FHFTBE
FEERRT
18] LANE B B
BEK
PS-8 | Z$A | Implement a | #HEFOA
A check-in/ SRS
check-out XPXEE
process to R, KER
track and NEEER
monitor the | EREURF
distribution | [JEZEIER
of master RHEEFC
keys and / RXEZFIEEL
or keys to ELSINAYEL
restricted pila ST )]
areas. ZIBRE,
Bid | JZER
PRERIERIE
B ERE
Rz$ARE o
HYRRZA 2.0 RIS © EARITERARBIRAT 56
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NO. | &% | SfELik HEREME [1SO [1SO |[I1ISO [SOC [CSA [ PCI | NIST
£ R 2700 | 270 | 2701 ccm | DSS | 800-
2 17 |8 =
PS-8 | Z$8 | Use keys RO
2 that can SRES7ZE]
only be KPRIFE
copied by a | #R, M
specific NEEER
locksmith FEUREFO
for exterior | JZEER
entry/exit mEHEHL
points. KXY,
EISIAYEL
RO LS
Z1BEHE,
GO E=YY
PREFIZIRIE
Bl AR A8
[zEARE .
PS-8 | Z48 | Inventory LA=MKIE
3 master keys | RTTEE
and keys to | EAHIZ M
restricted FrEEa9s/N
areas, R, HxE
including HAXI I PR
facility fTER, f#
entry/exit RGEHEPR
points, EERIRE
quarterly. B BRI
PRER
MAHERRAS 2.0 RN © L ARITERAGRAS 57
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NO. | &%

EH=AE
R

ISO
2700

ISO

270
17

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

Obtain all
keys from
terminated
employees/
third-parties
or those
who no
longer need
the access.

ELREHIE
TARZE
BXEEMN
E, BRR
TR
RIEIEI AT
BRFE
Ry S Py
. 5SG1F
KSR/
FSRELIE
Y, RIS
VRIS BR
BFiREH
EE1FIE
RIS
B, HBER
Eh=Rt
IR, %
PSP EAVANS
AREHR/E
{E£2 LERTRY
Breacizs
Filn, &R
FFimiE
1TRFR
238

SR 2.0
(2022-05-17)
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NO. | &%

EH=AE
R

ISO
2700

ISO

270
17

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

PS-8

Implement
electronic
access
control or
rekey entire
facility when
master or
sub-master
keys are lost
or missing.

HiEepOxd
tHRLAYER
BT
E, BiEH

—DE, A

BUFRE K
AR SARLE
L ERIEME
BEE.
SFEBFih
[, e
REYE
1SO270018Y
C S EAVAa]
= HIE TR
=3k, B
BRER/IME
[=0 . PR
oEEN,
EERT
AU PRSEE
HITEZ,
BEes IR
HETEE
ENEER
PR, HR
THERKES
KETK
BY, MAIXS
HPR#E T
BiESE
%o

SR 2.0
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NO. | &%

EH=AE
R

ISO

270
17

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

PS-9 | &

Install a
surveillance
camera
system
(analog
CCTVorlP
cameras)
that records
all facility
entry/exit
points and
restricted
areas (e.g.
server/
machine
room, etc.).

ERh=EH
EFFLHE
= ROYPTEFD
7N =z s]
PR,
FEFIEHE,
HE
GB50174
(BFEE
MBEIRIHR
3B ) ASEHN
TIA942 ( ¥
EROHE
WISEMIZ
et )
BIT3tRAE .
ER=EIE
RS
BE AR
BRIFEAR
W, HiE
(E3bLENE]
B, WHE
HMEL. A
O. EEB.
EBRE. HLE
177724
INETAIREER
Mg,
54T4Mk
K. [JEE
Bz, R
ARIFEE
O ERT K
B, HiRE
ELKEER
%, IEx
IBINFOEL
ZIREHER
AT
R,

DCS-
02

BCR-
05

IAM-
01

IAM-
04

IAM-
05

9.1

PE-2
PE-3
CM-5
CM-8
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(2022-05-17)

WRIERE © EARITERARERAF

60




ER= MPA BN MIRER ERfER

3 £ MPA TR - HEIFRBREMIRMESLE - B
FatERg (Vv4.08)

NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
£ Ry 2700 | 270 | 2701 ccm | DSS | 800-
2 17 |8 =
PS-9 | 818 | Review LAREIRE
A sk camera FIOSREESE
positioning | BIERHINL
and BZREAR
recordings to | MM, FiE
ensure [ERBEE
adequate B, WHE
coverage, M. HHA
function, H. EER.
image B, B
quality, Fift137*24
lighting INESAIERER
conditions, | #aE, 3
and frame BEEIIN
rate of HFIBAXICCTV
surveillance | H{TETE,
footage at | #HFCCTVRY
least daily. EEIET,
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NO. | &%

EH=AE
R

ISO
2700

ISO

270
17

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

PS-9 | &

Restrict
physical
and/or
logical
access to the
surveillance
camera
console and
to camera
equipment
(e.g., DVRs,
NVRs) to
personnel
responsible
for
administerin
a/
monitoring
the system.

LARMKIE
1SO27001HY
KRBT T
BIaEEIE
WIS =UN
LR #R
[RoBEE
), EERRS
RTAHINR
SEEH{TEH
%, B
N h =
ESEENE
SRR o
HRTERN
RERES
{KRY, MR
XTEA PRI
TaE5E
X, RTH
EhE. 1RME
ZHEIEE
FEERIRT
&) LN R B
%EXR, H
T ANERRS
FrE¥iEis
ZENE
BRFDE
HITEEE
miBiR.
BEERAR
BFEHIT
Zie, mA
AEHRETT
HIEFOIH
Bics, B
RAFRIA
RIFITEIE
ity
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NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
ES Ry 2700 | 270 | 2701 ccm | DSS | 800-
2 17 |8 33

PS-9 | 8% | Ensure that | fEh=BE
3 3L camera F. TEM

footage HEXREIE

includes an | SHES .

accurate ZRFRF—

date and W EEFREY)

time-stamp | %, M

and retain =, FE5.

camera M. #iE

surveillance | EfIZER

footage and | ZRIETEIT

electronic FEENZ

access logs | 2 mM&

for at least | ‘B4R

90 days, or | KNEEEER

the . A=

maximum HIEHIREF

time allowed | HNELBHE

by law, ina | #E, BX

secure XFZ X 1HAY

location. BIEFRER

BR#81390
xXo

HYRRZA 2.0 RIS © EARITERARBIRAT 63
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NO. | 2% | {3 #£A=MME [1SO [1SO [I1SO |[SOC |[CSA |PCl | NIST
ERE R 2700 |270 | 2701 ccm | DSS | 800-
2 17 |8 =
PS-9 | 8% | Designate ey e 3t
4 sk an employee | FOFRAEY
or group of | BIERAHIYL
employees | BERIRHA
to monitor | Y5, FHiE
surveillance | [R4pIEfE
footage £, B
during M. HHA
operating A. EEB.
hours and . VB
immediately | &F#177*24
investigate | /NEJIAIRRER
detected s,
security 5415k
incidents. Ri. [12%E
BER. 1R%
ARXIHE
FuLERTK
&, HeE
FERKER
%o XEE
EPN=ti)
ZIREHR
AT
RE, @
BY, IEER
RARTEE
EEXIHE
®iER, %
EMEE
EHHITR
BT EiR.
PS-1 | iE® | Log and f£HIEIE | 101 SOC | BCR- |9.1 AU-3
00 |5% | review TIRTEE | 124 151 |05 AU-6
2 electronic ENa/INE SOC | IVS-0 AU-9
access to EayitYd 154 |2
restricted PR, FHXIHE SEF-0 AU-1
areas for EELZEE s 1
suspicious BRERS. 8
events, at RAEIS\ o))
least weekly. | ja]. {82
REHTEC
AT isiEFmC
o
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NO. | &% | =IELHK #HZMWE |[I1ISO [ISO [ISO |SOC | CSA |PCl NIST
&R Ry 2700 | 270 | 2701 ccm | DSS | 800-
2 17 |8 53
PS-1 |12 | Log and HLRHEIR
0.1 5% | review TIeTEE
] electronic EZ95%/VE

access, at E3payiTs%

least daily, IR, FXHE

for the SELZeE

following BRS. 8

areas: RISl

Masters/ 12N 1'%%_[%

stampers Eﬁ{f’%”%

vault H?“Iﬁ. fﬁﬂjla

.

Pre-

mastering

Server/

machine

room

Scrap room

High-

security

cages
NHShRA 2.0 IRIERE © LATITERAGIRAT 65
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NO. | &%

EH=AE
R

ISO
2700

ISO

270
17

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

PS-1 | i
02 |5

73
I

Investigate
suspicious
electronic
access
activities
that are
detected.

HLARITR
HAIRSSHY
MR TR
NEBRSE
BZ%z<£H
=, AEX
RE. RR
AIFFEEX
eSSt T
. AR
NEFRE
=S
BEFPHT

FicFEM
B, ZEF
A{FERA=H
FIRSXIE
AN AYES
&. BEH
BE¥HITIE
=, FH=
EHITERSS XS
FEERH
FTHZ=E M
T,
ZFnl{FEH
AW FENZR
2 (HSS) BR
E=PUE1E 9%
T
MRS, X
EERIT5 iR
HREXHFIX
HIRESEES
AEFLER
Pz
ATROIRES,
A X R
LU SRIAENX
HRERE
THEYA
SRS o
LERIEBE
XS, BKk
FRpti=
Fo

SR 2.0
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NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
£ R 2700 |270 | 2701 ccm | DSS | 800-
2 17 |8 =
PS-1 | 122 | Maintain an | #£A=EST
03 | 5% |ongoing log | THMH4EE
= of all £E, BF
confirmed ICRFNIRER
electronic FrEavEE
access ZEHEHH
incidents HE. &F
and include | EiES%
documentati | 5L, X4
on of any pAN=11=1: -
follow-up IGpEid ey
activities Hr. A=
that were R
taken. 2RSS
fn, THFIR
EEEIS
(i
&8iE, B
ZEIRST=
R TR
NZeEH
BESHEIE
uﬁ%o
PS-1 | ##25 | Establisha | fEA=AEE | 11.1 BCR-
1.0 policy, as FIEMIER 05
permitted by | £#58, £ STA-0
local laws, HiEER 1
which allows | {FIER ™=
security to | FHUTIRE V-0
randomly et 8
search
persons,
bags,
packages,
and personal
items for
client
content.
XAGRRZS 2.0 IR © ATIHERARERAT 67
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NO. | &%

EH=AE
R

ISO
2700

ISO

270
17

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

Implement
an exit
search
process that
is applicable
to all facility
personnel
and visitors,
including:

Removal of
all outer
coats, hats,
and belts for
inspection

Removal of
all pocket
contents

Performance
of a self-pat-
down with
the
supervision
of security

Thorough
inspection of
all bags

Inspection of
laptops’
CD/DVD tray

Scanning of
individuals
with a
handheld
metal
detector
used within
three inches
of the
individual
searched.

EREAER
HEMIER
e, &
SEER
R ™
BHATIRE
=11

SR 2.0
(2022-05-17)
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NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
E/R Ry 2700 | 270 | 2701 ccm | DSS | 800-
2 17 |8 53
PS-1 | #8& | Prohibit HER=IEB
1.2 personnel HEMIEL
from B, &
entering/ E i NE N
exiting the | iFERT™
facility with | FHITHEE
digital e
recording
devices (e.g.,
USB thumb
drives,
digital
cameras, cell
phones) and
include the
search of
these
devices as
part of the
exit search
procedure.
PS-1 | 8 | Enforce the | HEA=HER
1.3 use of HIEER
transparent | {58, &
plastic bags | ZaltixE R
and food BT ™
containers BiiTiesE
for any food | #&HE.
brought into
production
areas.
PS-1 | #& | Implement a | FERHTHER
1.4 dress code FIEMIER
policy that | £#5B, &
prohibits the | ZixEsR
use of FIERT™
oversized BITHRE
clothing tEht .
(e.g., baggy
pants,
oversized
hooded
sweatshirts).
MAHERRAS 2.0 RN © L ARITERAGRAS 69
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NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
& Ry 2700 |270 | 2701 ccm | DSS | 800-
2 17 |8 53
PS-1 | & | Use LHAEWED
1.5 numbered HEMIEL
tamper- e, ™
evident BHITRE
stickers/ 1&hE .
holograms
to identify
authorized
devices that
can be taken
in and out of
the facility.
PS-1 | #2& | Implement a | FERATEETL
1.6 process to T—IER
test the exit | A9. EHARY
search Fpapn P
procedure. | B¥EISLE
A9, JHI7HY
AEBFOIMEB
HE, AED
IR SOE]
e e
A ER
P, HMEBLE
fHLAIHRIZ B
ZRBm#H
f7ELt, LA
ERE A=
EHEITRER
SCHEFIIETT
B,
PS-1 | #2& | Perform a yop IR
1.7 random =
vehicle 12, =
search HIEZEH L
process S GE!
when exiting | ZETE
the facility | &, Y&
parking lot. | HAMERX
I TS
==,
NHShRA 2.0 RN © L ARITERAGRAS 70
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NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
E/R Ry 2700 |270 | 2701 ccm | DSS | 800-
2 17 |8 53
PS-1 | ##& | Segregate HIRHOAR
1.8 replication BEZEN
lines that ik, IR
process IHiE L=
highly =i, G
sensitive X2 THIE
content and | #FRX 15
perform (BIESE
searches B X
upon exiting | &) , S
segregated | HHETIER
areas. R5H9H
4, LABSE
YIEFNINE
BERK
HLRHEER
KiFEEN
BARETR
fERE, HE
REeE—/R
PRI X 1aE
Mo
HYRRZA 2.0 RIS © EARITERARBIRAT 71
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NO. | &%

EH=AE
R

ISO
2700

ISO

270
17

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

PS-1
1.9

Implement
additional
controls to
monitor
security
guards
activity.

ER=HIE
FULRAH
BIEFEAIHL
BZREREA
W\, FHiE
[E7pE )

£, JHE
EINEE N N
O. E8R.

BB, YR
Ei7724
INES A RRER
s,
ESTAL)R

K. 2%
BXEh. 1R%
ARIHE
FULERTK
B, HRE
FERKER
%, NEE
BRAMEFF
RBHIT%

&, mBA
EHFEITHL
RIS
0%, MM
{FIEIIA
RAAAE
IR

SR 2.0
(2022-05-17)
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NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
EHR R 2700 |270 | 2701 ccm | DSS | 800-
2 17 |8 33
PS-1 | EE%Z | Implement a | FEA=SE | 8.1 8.1.1 DSI-0 | 9.9 AU-1
2.0 | BREx | content SWAEFK 1 -
asset HIBEER 822 BCR- AU
managemen | 7=, B | 823 05 AU-6
t system to | {RIFESD%E AU-9
provide NERER VS-0 AU-1
detailed BRI o 1 :
tracking of | A=
physical | GoeiEHUE M-8
assets (i.e, | L&e&%dnE
received HAESTEATL
from client R R
created at i, E8M%
the facility). | IAE. R
=N YTL=]
=H. BIE
[RE. 1&i
T, =g
Ze. 8iE
bR, 412
HEER
H, XBL
FRA. I
BRI,
JEPRM
RUISEBY
AOEHREIRIP
BeS, fRIE
HPITEZ
YEAIBSFA
=T 3%
FIEHIRA
2B,
PS-1 | EEfZ | Assign RIE
2.1 | BRER | unique ISO270014%
tracking i, A=
identifier(s) | RSBEE™
to client HEIINIT
assets and B iTisiz
create media | FISE,
(e.g., tapes, | FR&TE
hard drives) | 8, 81MN&
upon receipt | PRI E
and store FrE&
assets in the
vault when
not in use.
XAGRRZS 2.0 IR © ATIHERARERAT 73

(2022-05-17)



8= MPA B MR BAiER

3 £ MPA TR - HEIFRBREMIRMESLE - B

Fat5Rs (v4.08)

NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
£ R 2700 |270 | 2701 ccm | DSs | 800-
2 17 |8 =
PS-1 | EfF | Develop a RIE
2.1.1 | IRER | data ISO270014%
classification |/, =
scheme to AERE™
categorize BZEIIRT
physical BifTiniE
assets of SR, 2
differing R
security B, MK
requirement | FEIISE
s. FrE&
(Reordered
and
renumbered,
previously
PS-12.1.2)
PS-1 | FE#F | Retain asset | AR
2.2 | IBEE | movement ARrreEEx
transaction | ZEIEEF”
logs for at | HIFEEHFNZZ
least one 5, =8B
year. MicE, ic
FRHVREBRT
BT & it
EEENY
K,
SCRSRRA 2.0 IRIERE © EATITERARBIRAT 74
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NO.

EH=AE
R

ISO
2700

ISO

270
17

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

PS-1
2.3

EF
IRER

Review logs
from
content
asset
managemen
t system at
least weekly
and
investigate
anomalies.

eNTEE
th. A
HREAE
SRS
R G —
R

ERE. M

PAN
gg\ \/I:l\

RF. #4E
FEH&REER
FRIEIRT
pol=Fvin=y
TEFmM
LRIHRIELAD
WNEEE
Ho THAR
BLIINA
BHEb ), E
HARZ4ER
EEIGER]
BT
it. 3FH
SRIIEIEA]
EZIR A
IRFIFER
I, EfR
RYERHETRIL
B EREE
A RAGHE
i, FEH
TR

PS-1
24

EF
IRER

Use studio
film title
aliases on
physical
assets and in
asset
tracking
systems.

R
1ISO27001%R
i, AR
HEE &
PEAE]
T E#HT
WIEE
2, PR
FEEH, B
MR8
ME—RIE
z}ﬂ?}%o

SR 2.0
(2022-05-17)
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NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
£ R 2700 |270 | 2701 ccm | DSs | 800-
2 17 |8 =
PS-1 | EEfF | Implement | 1RYE
25 | IRER | and review a | 1ISO27001%x
daily aging | i, A=
report to HERRr~
identify DEAE]
highly T LT
sensitive BIEFE
assets that | 18, RS
are checked | =58, &
out from the | NM&FYE
vault and HE—BYR
not checked | /S,
back in.
PS-1 | EF | A LR
2.5.1 | BRE% | documented | B1F
process for ISO27001{5
checking out | BEZ£E18
content RERXTF
should be REAIEK
established. | A11.2E&3K,
KEUTHIE
MERELER =
BIEX. I®
IR, KEFER
ERRT%
él’x&—\ﬂ—/\
yEEnaIH
Wr, HEFE
XTI E AT
SESLH{THEH
it
PS-1 | FEfF | Lock up and | 1R1E
2.6 | iRER | log assets ISO27001%R
that are H, A=
delayed or | RUSBAFT
returned if AZIINIT
shipments Hif iz
could not be | FNEIE,
delivered on | B3&F=E
time. B, g1M&%
FIOIEE
&
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NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
£ Ry 2700 | 270 | 2701 ccm | DSS | 800-
2 17 |8 33
PS-1 | EfF | Perform a RiE 6.1.2 DCS- AU-6
30 | = | quarterly ISO270014% | g1 1 01 AC-5
inventory i, A= STA-0 CM-8
count of N ESE 1
each client's | 9ZEHRE|]
asset(s), HNIE#T
reconcile BIENE
against asset | I8, FRE
managemen | FEEHE, &
t records, PNEFIH
and shaie=]
immediately | &,
communicat
e variances
to clients.
PS-1 | EE7E | Segregate HER=HIE
31 | £ | duties NIREIEIR
between the | i, XI7F(E
vault staff N EAYYIE
and ®PFE=E
individuals =EIHITI
who are E, BXRE
responsible | L—%Z2;885
for BEs5"
performing | RAEARIL
inventory EARSIN
counts. EFER,
LUB{EERS
PENERE
mIJO
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NO. | &% | SfELik HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
£ R 2700 |270 | 2701 ccm | DSs | 800-
2 17 |8 =
PS-1 | =H | Tag (e.g, RIE 8.1.1 STA-0 MP-4
40 |1® barcode, ISO27001%R 1 _
7/ | assign i, AR 822 PE-2
48 | unique s EA PE-3
F % | identifier) DEHBE]
ZIR | blank T Ri#HT
iz stock/raw BIENE
stock per i, ﬂzﬁk
unit when R, 8§
received. A”‘r‘i’]%)i’i
BB
&, =
e
ISO270011IA
uE, TAUEIE
FaaLINE
{ERIOIR
BY,
PS-1 | =1 | Establish a =ZFREERN
41 |4 process to BEUERYFT
v/ | track BIFNES
48X | consumption | 1, faRHE
RE | of raw ABEIERN
ZIR | materials RELAR
2R (e.g., BEERE
polycarbona | ®3RAIX
te) monthly. | f&,
EiY, =i
=R (CES
Cloud Eye
Service ) 5
AP —
/|\$+5(9‘§$’T$
=R
%‘”fi—%;\l
AYSZIR{L S
=EEE,
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NO. | &%

R =R

R

ISO
2700

ISO

270
17

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

PS-1 | =H
42 |18

R
T_ R

Store blank
media/raw
stock in a
secured
location.

FER=HIE
NREEIR
i, BXRF
i R
REESE
maX, Ay
BEENTE
BN
FE = IEI}II;
%E'EE 1,
X FEUEF
DRYEER
%, Beh
RBEPNE
I JEFINZE
RIGFETF
K, BRE
NETRIE
FERYFFX;
X FEHEF
DR TED
14, &R
RS T
B5EEM
BY, BSREY
A/RTE G
BERSH
Eic. BE
AEHARI AR
BYIEiAIia
IREE*D‘@ﬁ%
,%‘iéfﬁ'—t%AL
TEEES
LEITO

SR 2.0
(2022-05-17)
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NO. | &%

ER

EH=AE
R

ISO
2700

ISO

270
17

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

PS-1
5.0

% IR
®T

Restrict
access to
finished
client assets
to personnel
responsible
for tracking
and
managing
assets.

HIEFOS
BYDHE
YPIB X 1af,
ZRFRREIRE
REEEIRE
OISR
LARMKIE
1SO270018Y
KRBT T
IBIaEEIE
BEX, B
S =UN
LR 4R
[RoBEE
), EEARS
RTAINR
SEE#{TEH
%, e
N h =
ESEENE
SRR o
HRTERN
RERES
{LRT, BB
STEA PR
TaEsE
. RTH
. 1R
EHFTIEE
£2=aG:35 5]
&) LN A B
ZEK

8.2.3

SOC1
5.1

SOC1
54

IAM-
02

STA-0

BCR-
05

DCS-
07

9.1 MP-2
9.9 MP-4
PE-2
PE-3
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NO. | &%

ER

EH=AE
R

ISO
2700

ISO

270
17

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

PS-1
5.1

% IR
®T

Store client
assets in a
restricted
and secure
area (e.g.,
vault, safe,
or other
secure
storage
location).

ER=HIE
USRS
BIEFEAIHL
BZEREA
W\, FHiE
[E7pE )
£, JHE
EINEE N N
O. E8R.
BB, HE
EiT724
INES A REER
s,
AL
K. 2%
BXZh. 1R%
ARIHE
FULERTK
B, HiRE
FERKER
%, JEE
EPNn=tii
ZIREHR
AT
R,

SR 2.0
(2022-05-17)

WRIERE © EARITERARERAF

81




8= MPA B MR BAiER

3 £ MPA TR - HEIFRBREMIRMESLE - B
FatERg (Vv4.08)

NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
£ Ry 2700 | 270 | 2701 ccm | DSS | 800-
2 17 |8 33
PS-1 | ZF | Consider LARMKIE
5.2 | &FF | requiring 1ISO270014Y
two KRBT T
company HIOEHIE
personnel HEK, &
with BRI
separate LIER . 1
access cards | (R ER
or keys / ), EHAXS
pins to R TRIINPR
unlock BRI TE
highly %, B
sensitive WBEET
areas (e.g., | FEENE
safe, high- SRR -
security HRIEN
cage) after- | KEREZE
hours. {LRT, BB
XTEA PR
ITEESE
X, RTH
Ehk. BME
FHFTBE
FEERRT
18] LANE B B
ZEK
PS-1 | 2 | Use a locked | TE4IE(RIP
5.3 | &F= | fireproof BmE, %R
safe to store | =RIZ 75
undelivered | XBAIF; 3
packages FrolsenE
that are kept | AREHIE
at the T iEHEERRE
facility LB,
overnight. B&:; XFFAN
2. BiE
XS, #E3Z
T S
RN Rz,
# o
HYRRZA 2.0 RIS © EARITERARBIRAT 82
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NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
& Ry 2700 |270 | 2701 ccm | DSS | 800-
2 17 |8 53
PS-1 | ZF | Implement a | ZEPEXTE
54 | 3&7F* | dedicated, N=IRSSH
secure area | {TECERT,
(e.g., ESESuzEs
security ZREIE
cage, secure | By,
room) for I HR
the storage ) SIER
of HYLFEYEE
undelivered Xif, =P
screeners HOSLRIRTE
that is fEETRRRIO
locked, B9LEFEX
access- fa
gc;r(;trolled, R
: FUOREBS
Vn\ji(z;ntored ETJJ‘E}EHEI"JWP
surveillance Ehj"}d%ﬁ?f
cameras mll, FHid
andfor iR
security Bo XIS
guards. SR A
D\ EJ—E‘_\
B, VB
FiH177°24
/AT IFIREER
Wiz,
5450
K. [JEE
&, (R&E
ARXEIE
O ERTIK
&#, HRE
ELKER
. XAEE
IS NFOE D
ZIREHER
AT
RE .
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NO. | &% | SfELik HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
ES R 2700 | 270 | 2701 ccm | DSS | 800-
2 17 |8 =
PS-1 | &8 | Require that | Z34IBRLER 83.2 11.2. | A9.3 DCS- |98 MP-6
6.0 rejected, RIERT, & 7 A 05
damaged, R=EIY 10.13 DCS-
and obsolete | IBA SR 07
stock (DVDs, | IFiEN RS IAM-
tapes, and IR, H 05
other POESEE=1%S
storage RIERES
media) IR, #
containing EBITIAR
client assets | ), {EFF
are erased, | PRFAFDEUE
degaussed, | RERIEIN
shredded, or | iAi@ ,
physically
destroyed
before
disposal.
PS-1 | &2 | Finished HLR=HIE
6.0.1 elements BENEE
(e.g., check |E#iE, H
discs, test XN RE
prints, mock- | IBIREHIT
ups, ADR DR,
scripts) JCHINE 2]
should be LIEE
destroyed Bk, HE
immediately | j&#%, Fic
after use, RIEHRIE
unless E.
otherwise MBS IS
specified by | spp=pt 45
content H =@
owners. B Ekk
Require FiEN R
paper BEE, ¥
materials XTEEERR
containing | IB{EIRES
client assets | Zig®, #
(scripts, EBfTAFR
artwork, o, [FHP
storyboards, | BRFARNEUE
etc.) be REZFRER
physically hiE .
destroyed
before
disposal.
RSARA 2.0 IR © LATHERARBIRAT 84
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NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
e i 2700 | 270 | 2701 ccm | DSS | 800-
2 17 |8 =
PS-1 | 4bF8 | Store HLRATEXIE
6.1 elements FIiziR
targeted for | SREUAHBIR
recycling / [BRICETS
destruction | =, LipiE
in a secure | WERIRE
location / BY, %A=
container to | EiSYIIES
prevent the | iBERTZE
copying and | N EFHIEL
reuse of 1’, FHXIE
assets prior | ¥EBIRIZRIE
to disposal. | {RIFREEIC
=, BET
krAE, (&
FFB2FAFO
HIBEASZR
ERGAE
PS-1 | &8 | Maintain a | =L
6.2 log of asset | BF=EIER
disposal for | HIEEEF"
at least 12 AOREENFOZS
months. 5, {REBHH
MNigsx, 18
RAYREBRT
[B)FFE Hith
EEEMAY
g*o
SO 20 IFFE © Ehel BRABRAS &
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NO. | &% | SfELik HEREME [1SO [1SO |[I1ISO [SOC [CSA [ PCI | NIST
£ R 2700 | 270 | 2701 ccm | DSS | 800-
2 17 |8 =
PS-1 | 418 | Destruction | HEA=IIE
6.3 must be &N RAYYD
performed | IB{RIPFIE
onsite. On | IF=HIHIT
site %mfﬁ, g;.k
destruction | JERIRIETE
must be BRLES
supervised | Fi{T, B
and signed | B2 AERITE
off by two 7, HERI1A
company IR EE
personnel. If | FCMRIBEY
a third party | EisEA
destruction | R, HW#E
company is | B9 RE#
engaged, YFBAEAR
destruction | iR, FHFH
must be BH#IER .
supervised
and signed
off by two
company
personnel
and
certificates
of
destruction
must be
retained.
PS-1 | &ME | Use LRSS
6.4 automation | FRINEAR
to transfer 5 v
rejected LB
discs from IRERT, %€
replication N=EIY)
machines BriEak
directly into | FENRT
scrap bins BOEIE, FF
(no machine | I#UIEBR
operator BRERTFT
handling). BICH, #
BITIAR
i, FRF
BRFAFNELYE
RZRIEN
HIE .
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NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
£ Ry 2700 | 270 | 2701 ccm | DSS | 800-
2 17 |8 =
PS-1 | &= | Require the =ZREER 823 A. STA-0 | 9.9 AU-1
generate a | BRFNEHE DCS- MP-5
valid work/ | X, %A= 02 PE-3
shipping RIEFMEF DCS
order to LRI ) PE-7
authorize MEEER 04 PE-16
client asset | B93&F=,
shipments
out of the
facility.
PS-1 | #&& | Track and ey P N
7.1 log client 4= FRIA
asset BEYEAIER
shipping SHITE
details; ata | &, A=
minimum, EHIAVEIRE
include the | RERNXE
following: BRI,
Time of ?J%J'E «E‘E
shipment REHRER
=]
Sender HY, =P
name and EEREH
signature =1
Recipient FI=HIRY,
name REREARASE
Address of ?ﬁﬁﬁ’ﬂﬁi
destination | LAREIBLL
. EEREHEX
Tracking HIRLES
number
from courier
Reference to
the
correspondin
g work order
PS-1 | 3= | Secure client | eI =HIE
7.2 assets that FOXIHLE
are waiting | ¥PIEX e
to be picked | 7%, H
up. FigEREE
X, B4
EEHIXTE
PE&EFE#HIT
ZEMhHR.
SCRSRRA 2.0 IRIERE © EATITERARBIRAT 87
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NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
EHR R 2700 |270 | 2701 ccm | DSS | 800-
2 17 |8 33
PS-1 | %= | Validate EZEREER
7.3 client assets | BEIEAYFT
leaving the | BIFNIEH!
facility N, AR
against a RIEFIE A
valid work/ | B9Z9EIEI
shipping SEEF
order. B9E=,
PS-1 | ¥ | Prohibit FLR=HIE
7.4 couriers and | IO TERRE
delivery BARKIR
personnel g, &£
from HIEFOE
entering XMFEFAY
content / IOgE
production | 7*24/\BFHF
areas of the | ZARHIT
facility. BicEsE,
PREIFF G
Kip AR
BUELE
B, &=
HRFIER
ERX iR
BAEZE
RERHYIIZE
BHIRS,
PR EZA
RHA
PR o
PS-1 | 2= | Document HIEF O =
7.5 and retain a | X[ ]paxdiH
separate log | AEXHIZE
for truck . AR
driver Ve TE
information. | iCi&EFHF
BBHExIC
o
HYRRZA 2.0 RIS © EARITERARBIRAT 88
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NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
E/R Ry 2700 |270 | 2701 ccm | DSS | 800-
2 17 |8 53
PS-1 | #&= | Facilities HiEPO=E
7.5.1 should X JraxTist
implement | AEXHI%E
and . AR
maintain a I TE
record of all | iZHEEFHF
delivery BtExic
personnel Ro
entering and
exiting the
building.
PS-1 | &= | Observe and | #iEHORE
7.6 monitor the | X[ JpaxdiH
on-site ANEXIE
packing and | #. AR.
sealing of MRt TE
trailers prior | iCIREFHE
to shipping. | BBtB%iC
=
PS-1 | &= | Record, LA EIE
7.7 monitor and | FCHTT
review travel | 7*24 /\AFF]
times, FREBLE
routes, and =, H5H
delivery HWE=F1R
times for BAEIEL]
shipments ZRERE,
between HE=H1R
facilities. BaERE
BEME
#Ho
PS-1 | ¥z | Prohibit the | fEA=WESE
7.8 transfer of e NEE
film [F{aYEETS
elements
outside of
the shipping
department
unless
approved by
the client.
XAGRRZS 2.0 IR © ATIHERARERAT 89
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NO. | 2% | {3 #£A=MME [1SO [1SO [I1SO |[SOC |[CSA |PCl | NIST
ERR Ry 2700 | 270 | 2701 ccm | DSS | 800-
2 17 |8 =
PS-1 | ¥z | Ship prints | fEA=WESE
79 for pre- NESE; e
theatrical FBFes
screenings in | BRAYEDR)
segments G o
(e.g., odd
versus even
reels).
PS-1 | #ZUZ | Inspect EZFREERN | 822 STA-0 | 9.9 MP-3
8.0 delivered BHIERIFT | 803 1 MP-4
client assets | BIFNI=H
upon receipt | ¥, A= MP-5
and R PE-16
compare to | FILEZEK
shipping ESEEA
documents | B9EFE,
(e.g.
packing slip,
manifest
log).
PS-1 | 2l | Maintaina | B O
8.1 receiving log | X[ Js%di#
to be filled | NEXAIZE
out by . AR,
designated | ¥miHITE
personnel I EFHR
upon receipt | BBHEXIE
of deliveries. | &, A=
RIEFIE A
AULTTELER
BEWAE.
SRR 2.0 WRINERE © EARITERABRAE 90
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NO. | &% | =i R =HmO] ISO ISO ISO SOC CSA PCI NIST
£ Ry 2700 | 270 | 2701 ccm | DSS | 800-
2 17 |8 =
PS-1 | #2U | Perform the | R =WEF!
8.2 following Bt AR
actions o BcE—
immediately: | BOFRIRTS,
Tag (e.g, BEAFHIN
barcode EHERE,
! v
assign ﬁﬂvmﬁ‘f?
unique BEEIEEN
identifier) X1 %Ei
received {E}EHE’\JL—Q{“
assets SHEEZ
NER,
Input the Rty E
asset into ERHRC
the asset | fxzgrehpg
managemen | &gz
t system BRI
Move the W, FT
asset to the | HUEHI L
restricted A&
area (e.g., REGHE
vault, safe)
PS-1 | #ZU | Implement a | TEERIER
8.3 secure T, {RIE=E
method for | PERIEIL
receiving EREF,
overnight
deliveries.
PS-1 | #rxic2 | Prohibit the | 1R#E 822 |8.22 DSI-0 | 9.9 MP-3
9.0 use of title ISO27001%R 4
information, | /&, A=
including ESE
AKAs PEAE(]
("aliases"), | I E#IT
on the BiIENE
outside of 12, &R
packages iER, 8
unless PNEFIE
instructed H—HYR
otherwise by | fRS, &F*
client. wm=s5ER
Tk, BF
HIPETE
EG==I8
XAGRRZS 2.0 IR © ATIHERARERAT 91
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NO.

EH=AE
R

ISO
2700

ISO

270
17

ISO
2701

SOC

CSA
CCM

PCI NIST
DSS | 800-
53

PS-2

0.0

Ship all
client assets
in closed/
sealed
containers,
and use
locked
containers
depending
on asset
value, or if
instructed by
the client.

TSRS
T, WEA
RYR IR
ERERiH
T8,

PS-2

0.1

R

Implement
at least one
of the
following
controls:

Tamper-
evident tape

Tamper-
evident
packaging

Tamper-
evident seals
(e.g., in the
form of
holograms)

Secure
containers
(e.g., Pelican
case with a
combination
lock).

FEAIER
T, WEA
RYR IR
EREKH
T8%.

8.3.3

MP-5

SR 2.0
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NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
EHR R 2700 | 270 | 2701 ccm | DSS | 800-
2 17 |8 33
PS-2 | % | Apply shrink | TEERIER
0.2 wrapping to | T, XZERH
all AOE =10
shipments, | ZPREki#
and inspect | 78,
packaging
before final
shipment to
ensure that
it is
adequately
wrapped.
PS-2 | iz | Lock HEh=5Y STA-0 MP-5
1.0 | ITE | automobiles | HEEE=Fk 1
and trucks BEATEE
at all times, | i=HSHE,
and donot | HE=AR
place LN
packages in | BIEAVE
clear view. #Ho
PS-2 | i=8) | Include the | #A=EY
1.1 | & | following HE=F1R
security BREEE
features in EHaE,
transportatio | HEE =71k
n vehicles BAERE
(e.g., [ 0ET
trailers): o
Segregation
from driver
cabin
Ability to
lock and
seal cargo
area doors
GPS for
high-security
shipments
MAHERRAS 2.0 RN © L ARITERAGRAS 93
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NO. | &% | S{ESCEE HEHEME |1SO [I1SO [I1ISO [ SOC | CSA | PCl NIST
£ Ry 2700 | 270 | 2701 ccm | DSS | 800-
2 17 |8 =
PS-2 | iz | Apply HLHREEH
1.2 | TH | numbered ME=FHR
seals on BAEEE
cargo doors | I=HIEE,
for RE=H1R
shipments of | AT
highly BEAE
sensitive #Ho
titles.
PS-2 | iz | Require HLHhEEH
1.3 | TR | security HE=F1R
escorts to be | IBATEE
used when | i=i@i&E,
delivering =A%
highly BATIRE
sensitive (S 0ET
content to #Ho
high-risk
areas.
PS-2 | IFiE | Maintain BOEET |11 BCR-
2.0 optimal iE. & 03
temperature | JE2EEENE
and TEATEH
humidity EROB
set-points to | iREEFF
facilitate mIgEIBT
optimal FRASIFESSE
performance | EIRfFEIRE
of ToRREHRLTF
equipment | BIFIEITIR
and to o MERS
reduce the PBBEES
likelihood of | B E,
catastrophic | FJFEZRZ 1
hardware ENESEILE
failures for FEREFERK
areas that LEHAEIX
house X, HRE
servers, TREERE
storage 7, LABBLE
devices, LAN | BEp#ve,
equipment,
network
communicati
ons devices,
and storage
media.
XAGRRZS 2.0 IR © ATIHERARERAT 94
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3.3 DS #iER=

NO. | &2 | &fLHK £ H=ME [1ISO |[ISO [ISO | SOC |CSA |PCl | NIST
R iV 2700 | 2701 | 2701 ccm | DsS | 800-
2 7 8 53
DS- | BaX | Separate HLREWTW= |91 9.4.1 SOCT | IVS-0 | 11 AC-3
1.0 i:é: / external \'ﬁﬁ_ﬁz 9.4 10.1. 3.1 3 1.2 AC-4
I 13 | network(s)/ | iE1TX! 1 soct | Ivs-o
[&iz | from the HAnti- 122 | 124 ’ V5.0 14 AC-1
%% | internal DDoS, IPS, | 123 |4 il e PR
network(s) | WAFZEZSE 12.6. 5.15 AC-2
by using iR, scm | 124 | soc1 | IVS-0 | 5.2 0
inspection REBSHMNER | 126 | 131 8.1 8 5.3 A3
firewall(s) E’glﬂéﬁﬁ% 13.1 3 IVS-1 | 10.1 3
\é“th Acce:ss = 132 1 109 CM-6
ontrol Lists IVS-1 CM-7
that prevent 16.1 2 10.3
unauthorize 17.1 AlS-0 | 104 RA-5
d access to 1 112 SC-7
any internal : SC-12
network and BCR- 1113 5C.33
with the 1 125 )
ability to TVM- SI-2
keep up 02
with upload CCC-
and 03
dowpload GRM-
traffic. 01
EKM-
02
EKM-
03
MAGhRAS 2.0 RIS © ARITTERARBIRAT 95
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NO. | &% | B{ECEE £HEME [1ISO |1SO [ISO [SOC |CSA | PCl | NIST
£ i 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 53
DS- | 5K | Implement a | EA=EE
1.1 | 4§/ | process to WAL
I i3 | review EXEiINAES
™/ | firewall LRIRFR L
[Ei83 | Access ERIE
%% | Control Lists | 3, HX&
(ACLs) to Xiz = 18)8%9
confirm B3 KA AL
configuratio | E{THE,
n settings FEHER=PC
are DSSIAIERIEE
appropriate | EEHEMH,
and required | IZIRAE
by the SBgE=
business FHAa T
every 6 Hit. Fi8
months. apa@ izt 2
HIRTEIC
RIIWICHE
ELeHE
, BEXIE
B EEES
EEERE
#HEA T
&,
XAGRRZS 2.0 RS © EARITERARBIRAE 96
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NO. | &% | B{ECEE £HEME [1ISO |1SO [ISO [SOC |CSA | PCl | NIST
E v 2700 | 2701 | 2701 ccm | DSS | 800-
> 7 8 53
DS- | BaK | Firewall FRaBsXIE
1.1.1 | 5/ | managemen | B9 R ZS
I 13 | t policies HICRIOW
™/ |and ICRELZE
[Eif | procedures | BEH, B
%% | must be KIBBCEE
documented | B4EFEEIE
,and at a REE
minimum, ATE,
cover. FHPREED
Provisioning | EftEHRE
requirement | LRILZAIBH
s (i.e,, based | XiEmIEFN
off the SRZER
concept of | BFEHEHREE,
least- BeEEPT
privilege) I‘EHE"JFE?QW
Deployment 45, L%BI
requirement m%ngﬁrﬁ
s (e.g., Em?gﬂﬁ
baseline ’jﬁﬁ%ﬁﬁg
requirement | XERCER
5) EIRES
(BIEEH
Change 2R
control T. Be2%
requirement el L
s (e, BIRDHTE
Patching, T AIRSEHY
Upgrades, | gLl
Firewall Rule | b a 1
managemen | x5 miaFRg
v =RRSS IR
Eg?ié@ﬂ%
XAGRRZS 2.0 IR © ATIHERARERAT 97
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NO. | &% | {3 £RZMME [I1ISO |[1SO |[ISO |[SOC |CSA |[PCl | NIST
ERE Rz 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 53
DS- | B5X | Deny all LREHIR
12 |4/ |incoming H=BRS5RY
I8 | and Zet, N
/™ / | outgoing BZias
[Eif | network FEIPIHEER
Z% | requests by | IFFAMKX
default. 1%, B4E:
Enable only | DDoSEEH
explicitly BARER
defined W EE
incoming =HEURHL
requests by | JBREFELE
specific REART
protocol and | Anti-DDoSi&
destination. | &k5EREXT
Enable only | BEFI#EX
explicitly MELTER
defined NS
outgoing o PIEEA
requests by | BENSE
specific #: IPSEE
protocol and | PI£ESCHTIR
source. SR
WrEES, BE
yatiak=3=37)%
W E. &
HKE. ik
A/kEEE
. mE/AK
5. fYiE
RS
BHNEIT
H. EFN
ZmE, IPS
LIRS
EH (L
FEAEMLS
58, pk
EERER
PRAISEHE ,
FH RN
BBENXE
MFL, =
PEAFEINE
AR 2
FRIMEE
[ hodiicky
£, Web%
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NO. | &%

HHh=ME
i

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

2HIF: £
RNEEPET
WebNzFBFS
KABREXS
WebIis,
WNWeb 3
EB/YDDoSIY
&£, sQLiE
A\ BBk
A&, B
uhiERA
=, AR
AKE. 8

&=,

DS- | BAX

121 | &/

K /

1,

Eia
ZE

Firewalls
should be
configured
to actively
alert
security
members of
key security
events

ey P
HEB XIS
SIEME,

B XIE
AYRSIZIR LT
ERNECE
e, HE
ZEEM4D
REAZHIR
BlKIEE
BREA.

SIASRRAS 2.0
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NO. | &%

HHh=ME
i

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

DS- | BAK
13 |/
I
g /
[Eia
zZE

Place
externally
accessible
servers (e.g.,
web servers)
within the
DMZ.

£ R=DMZ
XFEIRE
T EESMY
FNFEFA9ED
BEMEaNR
dﬁi’]?x]'nn
RIBIRSS =R
&, KR
SEMEUNR
BiEHE .
API X5,
FHFIIDMZ
XA9ipIETT
RAAE,
FrLABEXS
DMZX & )d
fB=, BAlE
HNERIE R
M=iRSE
inEb . 1Lt
Xi R
IethEeZE
XS, BRED
ETEX
&, Bh
DDoS ¥&hE
Gk, ILERE
TR AR
5 ( WAF )
RNEE
5i=8g&
IDS/IPS LA
(R ELRL M
® . FER
WFH o

STRERR 2.0 50
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NO. | &% | B{ECEE £HEME [1ISO |1SO [ISO [SOC |CSA | PCl | NIST
£ i 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 =
DS- | BAX | Implement a | feh&REH
1.4 | 5§/ | process to 150 Rz A A
I8 | patch BRI
™ / | network ARYREIEN
8 | infrastructur | RZML&l, &t
%% | e devices W=AIBI=
(e.g. EHE =,
firewalls, BT HFEER
routers, hZ2eiFwHE
switches, RETERE
etc.), FORARFE
SAN/NAS B2, LAMRIE
(Storage EHihghE .
Area F&a. NA
Networks =RS+
and RISl EIES
Network =FiRER
Attached RIgE, B
Storage), {EXSFE
and servers. | &R
AIXIBE o
DS- | B5K | Harden =T
15 | &/ | network T LS EAT
I i3 | infrastructur | iRFEBCE R
™ / | e devices, i, MEE
&z | SAN/NAS, bt heRYED
%% | and servers | BAULEBR
based on HERIT, &
security FREPHLE
configuratio | {LZMLZIZ
n standards. | &R9EEO.
Disable VLAN.
SNMP SNMPZEEL
(Simple B
Network
Managemen
t Protocol) if
it is not in
use or use
only
SNMPv3 or
higher and
select SNMP
community
strings that
are strong
passwords.
SCRSRRA 2.0 IRIERE © EATITERARBIRAT 101
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NO. | &%

HHh=ME
i

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

DS- | BaK
16 |1&/
It
M /
[Fia
zE

Do not
allow direct
managemen
t of the
firewall
from any
external
interfaces
(i.e. Internet
or WAN
facing).

eHnIGE
NENERE
RBHIEN
~EERR
FTFEREAIR
PRIAIEE

&, XJEPR
HATRISIN
EHIEER
((ESS e
RYBSE

ite AR
BERYR
ZIIWEF
WG, 7
BB 2
HIENEIE
FE, PE
BRIFER=IC
FATHM
RHEXRIEE
RREHEIT

SR 2.0
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NO. | &%

HHh=ME
i

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

DS-
1.7

Store local
backups of
network
infrastructur
e/ SAN/NAS
devices and
servers on a
server in a
secure
internal
network.

(ER=HB
P ) LA
B ( BRFAKL
SRR ) &
SHMERHE
PAEHERY
(REBIREE,
Th=BEE
SCIR bRt
WHRYREE
REEAIFIAR
BEH. &
IAM/BtrfF
fi%IR550BS
L\J\Ql\y ilé“
= EE&HIFR
EEIERS
FNEHRIE
BHIE (8
BEERE
F) e&
{PZJOBS
F, mEAT
IAM/OBSHY
SIBEHIEE
E&MHEHEE
OBSTFfi% -
EZFo]fER
AR
=D CBR
RS =A
AIBRSS S
=ER. B
PMEIR SR
HEZDIR
5., EFA
EREI=
= IEIEIRSS
CESYIARSS 28
A9IEITIR
. =&
IR 1T SCRY
Wi, HH
U eI
BY, =isiz
BEBITHR
s TN
HTTP/SiE@#0

SR 2.0
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NO. | &%

HHh=ME
i

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

EF. B
By, ZFH
B =iERE

EVSHIAYHRER

Inge, 3
BEXAT,
@ REE
BEIRETE
AIRE R R
LRI =1
HERTERE
PR G
BRSZIMSF=
fn, ZFAT
BidiZr=
POPN e
AYSCAIET
B, Hiz
SCAEIRYERAE
TE I
PERY, ATLA
FERASZMRY
%g%ﬂﬁ'r&

SIASRRAS 2.0
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NO. | &% | B{ECEE £HEME [1ISO |1SO [ISO [SOC |CSA | PCl | NIST
£ i 2700 | 2701 | 2701 ccm | DSS | 800-
8 53
2 7
DS- | BAX | Perform on | #e 9 =EHE
18 |t&/ |atleasta HORES
I~1& | monthly FE=FH1Fh
/™ / | basis WA Bl
[ | network TR
2% | vulnerability | BFFBERIR
scans of all | . RMZFH.
external IP | MEZiHITIR
ranges and | i@, H
hosts and EEIBIMNEREE
remediate =RX%EAR
issues. If =HAIN A .
applicable, | ME#HITE
the scope of | iEMAL. X3
external FErBEIRH
scans should | B9Z%£iFE
include any |58, %h
cloud =EXNEN
deployments | iBiEHITIE
fHoHr, &
EFESLR
NEIEA=PaES
g
e, HEE
SEMESE
BRI
IE, ¥FEER
RERIANUS
B2HREL
BhE
DS- | B5X | Perform on | #£ = EHE
19 |1#%/ |atleastan | £BZRAERLL
It | annual RAVERER
® / | basis, —ERFER
[Eif | penetration | EE=7511T
2% | testing of all | A=Y
external IP | FTEMRSZ
ranges and | R AEHT
hosts and BiEME,
remediate HxtiEEN
issues. AR H
TR SR
B
HYRRZA 2.0 IR © ATIHERARERAT 105
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NO. | &% | BRfEsCH HHZEMPE [1SO |[1SO |ISO | SOC | CSA | PCl NIST
&R v 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 53

DS- | BAX | Secure any | MFHER=
1.10 | &/ | point to FEEPim
I 18 | point Bl IRSS i «
M / | connections | fRSZix=ia)
[&if | by using AR
%% | dedicated, AHEEE
private Bt e
connections | 9iz=, B
and / or LUEIT REHL
encryption. | EFMLE
(VPN) .
MEETSLLA
RIERER
A ARIP
EXEE=PSf=]
ZB)H9E
%,
EFAn{ER
LRHTHE
hn=pRSS
DEWSTESH)
BOEURIHTT
LRENE,
*FVPN,
M AETSLEN
IFREE.
DEWEZHY
E8, &
5 { Eh=
ZEAK
o

DS- | BAK | Implement a | £ ={FEF
1.11 | &/ | synchronize | NTP4.2.8{f

I i3 | d time W RAA
™ / | service BYRYElHT
[&iz | protocol [,
Z% | (eg.,
Network
Time
Protocol) to
ensure all
systems
have a
common
time
reference.
XHEhRA 2.0 RIS © £ ARITERARBIRAE 106
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NO. | &%

HHh=ME
i

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

DS-
1.12

Bk
15 /
g7
M/
[Eia
ZE

Establish,
document
and
implement
baseline
security
requirement
s for WAN
network
infrastructur
e devices

and services.

HEH=ET
Tt 5 FARY
RN, fREE
FrERE=
B HFNZ
E5INFE
. #hx
SEHHEKN
2 CIS
REEEHF
BEBINE
A=
DevSecOps
wiz. 9
=EIIAER
AR
MSEREE,
P EEE
ZEHgrhiE
HER%R
=8%, F
B, fh
ERIRSF K
mEIIEE
HEAZE
ERAIE
ik, LMREE
ERhZRAIRY
aRE.
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NO. | %% | Bk EHAMWE |1SO |1SO |[1SO | soc |csA | Pcl | NIST
£ R 2700 | 2701 | 2701 ccm | BSS 1 800-
2 7 8 =
DS- | BE£ | Prohibit EhHEBR 121 SOC1T | IVS-0 | 11 CA-3
20 | M | production | {RIFIREES | 13 3.1 8 1.2 PL-4
network and | E/9IE4FT soct | 1am- | 13
all systems | BER . f&E 34 05 1.4
that process | FARRNIEE 2.2
or store BlaE %U?'J >0Ci 5.1
digital % (ACL) 314 6.6
content FNECEARYD 8.5
from directly | RIRIFIRSE
accessing SRl L& LS 1.2
the internet, 7f’]ZfET_|E’fJ1'£
including Bifte Xk
email. If a RELIES
business FrE=E=ED
case B, B8R
requires BHEHERN
internet B KIELATS
access from | iFi&E#E,
the
production
network or
from
systems that
process or
store digital
content,
only
approved
methods are
allowed via
use of a
remote
hosted
application /
desktop
session.
SASRRA 2.0 RS © EARITERABIRAE 108
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NO. | &% | B{ECEE £HEME [1ISO |1SO [ISO [SOC |CSA | PCl | NIST
£S5 Rz 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 53
DS- | HEX | Implement | RA=EN
2.1 i email LRILREE
filtering DoS/DDoSkA
software or | SBIEIEE.
appliances | ™EBIX
that block &\, NEF
the HMEFELA
following Bz g vz F
from non- PEKIEE,
production | fFPER=
networks: A EEXMIA
Potential o
phishing HERRIRH
emails BRI AIX
Prohibited HRFRIR
file ’i; XL%I
attachments | (TS8R
i
Basic scripts, | PPERIRIE
executables, Yllo
etc.)
File size
restrictions
limited to 30
MB
Known
domains
that are
sources of
malware or
viruses
MAHERRAS 2.0 RN © L ARITERAGRAS 109
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NO. | &% | B{ECEE £HEME [1ISO |1SO [ISO [SOC |CSA | PCl | NIST
£ Kz 2700 | 2701 | 2701 ccm | Dss | 800-
- - 8 53
DS- | BE | Implement | KEAREE
22 | web filtering | 7 Web [
software or | BHXIBERNIXT
appliances Web 5,
that restrict | 40 Web [
access to ERY DDoS
websites K. SQL
known for EANL Bk
peer-to-peer | BIARK T
file trading, ( XSS -
viruses, Cross-Site
hacking or Scripting )
other . EuhiEsk
malicious fhi& ( CSRF
sites. - Cross-Site
Request
Forgery ) .
HIEFRRIK
£. Biplh
B%, LR
PEREE
DMZ X. M|
BERZ:S
Web 7 AAR
SBHES,
DS- | Bl | Isolate the | fEAR=IRIE | 6.2 12.3. IVS-0 AC-1
30 | M/ | content/ AVSSTHRERD | g 1 6 8
MER | production | MEZEX, } )
W22 | network e By 10.1 12.6. |7VS 0 SI-4
from non- Bi@ZiEE | 11.2
pI’OdUCtiOI’l %M%EEFWJ 123 13.1. IVS-0
networks 22591baws| 3 8
(e.g., office | DMZKX. & 12.6 IVS-1
network, HIRSX. 13 1
DMZ, the | RIR3ZfS 16.1 IVS-1
internet X. #EF 17.1 2
etc.) by fi#X (BDA :
means of B/EEM IVS-1
physical or | £%) . iz#E 3
logical EEX, M TVM-
network N TEIE 02
segmentatio | BTFEX BCR-
n. E;j:, Zﬁ% 11
13 DMZ RYBR
sEflas IAM-
WA EES 02
T
MAHERRAS 2.0 RN © L ARITERAGRAS 110
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NO. | &%

HHh=ME
i

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI NIST
DSS | 800-
53

DS-
31 | M/

Restrict
access to
the
content /
production
systems to
authorized
computing
hardware.

eHnIGE
NENERME
RBHIEN
=EERR
FTFEREAIN
PRIAIEE
&, XJEPR
HATRISIN
EHIEER
((ESM e
RIESHE
ite AR
BERYR
ZIIWEF
WG, 7
BB 2
HIENEIE
FEFFAE
{FERSIER
BEFRAS
EiXEI &R

HHITER
LS8

SR 2.0
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NO. | &% | B{ECEE £HEME [1ISO |1SO [ISO [SOC |CSA | PCl | NIST
£/ v 2700 | 2701 | 2701 ccm | DSS | 800-
) 7 8 53
DS- | Bi# | Restrict LRERIE
32 | M/ | remote ISO27001H9
AR | access to BB T
M£E | the Bz EIE
content / BEX, 8
production | fEAXBRER/)\
network to | {KJEN. R
only RO EIR
approved T, EHAXS
personnel 5 TRIIR
who require | SBEIH{TEH
access to %, B
perform WBHET
their job EEENE
responsibiliti | ZEAIBPR .
es. HRATEN
{ehs, MBS
STEAPRH
TaEsE
K. RTHY
Ehk. EBE
ZHETEE
FEZERRS
&) LA R BR
ZEX,
DS- | B | Use LREEK
33 | R/ | switches/ KIAFFBE R
MEE | layer 3 E=EEpng
%% | devices to O, 885
manage FRRYEBtim
network Af1FF
traffic.
Disable all
unused
switch ports
on the
content /
production
network to
prevent
access from
unauthorize
d devices.

SR 2.0
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NO. | 2% | maxm “HR=ME |1SO [1SO | 1SO |soc [csA | pcl | NIST
xR R 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 33
DS- | Bi3 | Restrict the | ERS/4EFE
34 | M/ |useofnon- |REE, %
AR | switched N=I9ER
M | devices such | 35#2S8,
as hubs and | {EFREE%SS
repeaters on | FIH4#EE,
the content/
production
network.
DS- | Bi% | Prohibit HHIHRE
35 | M/ |bridgingor |3k, K&
MER | dual-homed |, 213G
M4& | networking | itEHERT
(physical BABEAEH
network BANALER
bridging) on | [E/EMHEAIN
computer £,
systems
between
content /
production
networks
and non-
content/
production
networks.
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NO. | &%

HHh=ME
i

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

DS-
3.6 M /

Implement a

network-
based
intrusion
detection /
prevention
system to
protect the
content /
production
network.

FT BREOSE
BEEBERMLEL
AP EHL
MLE 2 87
FA[AYIL
&, FFEXT
WEEChERR
Wr, Lh=
EMEZINR
EEET IPS
"E, 8iE
BARFH
mmﬁ, ﬁ
2XIELR
AP Z=E
HRE, IPS
BE&MNEESL
FhREDHh
FOPRRTREE
73, BERRIP
SEMNIL
£, BHK
£, wa/SE
AR, &
/KRS,
STRiRAYIZ
HEZHAN
BT h. B
FMER

=, IPS 7TLL

RS2
BNE(ZF
BMBRZ

%, piE
A7 ERIPR
HIRE, FF
RATERNAY
B Xl
A, fRESE
EFFIRA
RN FRFER
FAPIESEL
IRIELZZE .
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NO. | &% | B{ECEE £HEME [1ISO |1SO [ISO [SOC |CSA | PCl | NIST
& s 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 53
DS- | Big | Disable LR =(ER
3.7 | M/ | SNMP ZERISNMP
MEB | (Simple TSCRAREE
Mm% | Network NE=MLE
Managemen | &%,
t Protocol) if
it is not in
use. Use
SNMPv3 or
higher with
strong
passwords
for
community
strings.
DS- | Big | Harden LARIRE
38 |/ |systems AI$5IhaeRn
MEB | prior to &L E N
M4& | placing B, B4
them in the | IEFNIBiEE
LAN / HS L=
Internal 22591baws)
Network. DMZX.
HERSX.
RIRAZAT
X. #iEF
figX (BN
BIEFM
&) | iz
EEX, ¥
BRI { 42
IELEH
BEH) .
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NO. | &%

HHh=ME
i

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

DS-
39 M /

Conduct
internal
network
vulnerability
scans and
remediate
any issues,
at least
annually.

hnE=E
E#=ER
REBS%E=
&
IR TS
LI TRIPR
BRIRSA.

RIFE. P48
HTiRmE
i, FEF
FESIBIMNED
B=XILE
A=HIN

FA. Mgt
1TiEIEN

o XTFERr
BIRFMI%
EimEE

2, AR
B33 e
T TS
o, HE
FiELiiR
(E3=PsE14
ABHETE,

HEEER
SHEE R
B TIIIE,

FEEIRERHA
IANKUBRISE]
iHPREER

o
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NO. | &%

HHh=ME
i

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

DS-
310 | M/

Store local
backups of
local area
network,
SAN/NAS,
devices,
servers and
workstations
on a server
in a secure
internal
network.

ERIAM/B#5
FhERSS
OBSLA4},
ey Sl 55
NFrEEE
BRSSFOLB G
RESTRHUE
(BERE
FEF)
S8BME
OBSH, T
Bl
IAM/OBSHY
EEHIEE
BEMEFE
OBS#=fi#,
ZPnl{FEH
LR =R
=& HCBR
IREX =W
AIARSSEE .
=ER. &
HULIREIR
HEMDIR
%, BEPfR
SWERA
HURHATI0
ZFE, £
REHIEIE
hnazpRSS
DEWHAZE
FiIRitE=
ERZEVS., X7
KRIFME
OBS. =f&
BEIPVBSE
IRSSHINNZE
FiEThEE
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NO. | &% | B{ECEE #£R=ME [I1ISO [ISO | ISO | SOC |[CSA |PCl | NIST
£ v 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 53
DS- | 315 | DNS servers | DNSHIRS3ES
311 | M/ |usedinthe |EEEA
MEE | production | RBX, It
MZ& | network X1 FIHIER
should not | (RIS
allow EEZIRFH
connections | BIZAHERF,
to and from | BfEFiA[O)
the Internet. | LthX1ZEpi4
FNRRSS IR
293 DMZ
X, h=
EERALA
MAN X5
[a)iZ X fal3t
TS
B, EZF
MEESE
(Eh=Z
=)
o
DS- | &% | Prohibit HLAREZIE |91 IVS-0 [ 11.1 | AC-1
40 | M4 | wireless FERS/EF~ | 131 6 8
networking | M%&_{EFS IVS-0 Sl-4
and the use | FTo&MLEF0 8
of wireless | {ERXE&IR IVS-1
devices on Fo 3
the
content / EKM-
production 03
network.
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NO. | &%

HHh=ME
i

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

DS- | Tt
4.1 L&

Configure
non-
production
wireless
networks
(e.g.
administrati
ve and
guest) with
the
following
security
controls:

Disable
WEP / WPA

Enable
WPA2-PSK
(AES)

Segregate

networks
from the
company’ s
other
networks

Change
default
administrato
r logon
credentials

Change
default
network
name (SSID)

EREAED
UAYN 1|
PRITE
YA IRNE
HFEREG
—ERAI%
0, X3
RT. kRE
PELHITD
B, BRR
TR

MNRTHH
EHTIIE
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NO. | &% | B{ECEE £HEME [1ISO |1SO [ISO [SOC |CSA | PCl | NIST
£ i 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 =
DS- | &% | Implement a | X A=EZE
42 | M4 | process to E#=HR
scan for SEHYISEL
rogue MEB—E
wireless RENE=
access FiFiTIILE
points and | A=HIEFH
remediate RS,
any Fi. M
validated TR
issues. W, HE¥
FEEFIMNED
FE=FH33E
R=HIR
. ME#
TsEN
iito
DS- 1/O Designate ey Y O 10.7. SOC1T [ IVS-0 | 7.1 SC-7
50 |i8% | specific data | B ONEE |1 2.1 8 8.2 AC-1
Z%£ | 1/0 systems | BFEREAYE soc1 | vs-o 9
to beused | #l, KER 5.1 9 MP-2
for W, Tixw
uploading / | ARBIN/
downloadin | #iHHig&E .
g content =1 A RS
from/ to IBARSSEs
external imITER
networks | 4, FriHY
(Internet). o NE
i,
549, EL
L EEEH
RE—E
HAVLAI—
IR
BIR— MR
EIUESS
Bk, LY
st G IREDEE
BIEHLE S
5EL.
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NO. | &% | B{ECEE £HEME [1ISO |1SO [ISO [SOC |CSA | PCl | NIST
£ i 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 53
DS- | 1/O | Implement a | fEA=SE
5.0.1 | ig& | multi- ITU E.408 %
%% | layered 2XIHAIR
network DIENFHE
architecture | &R ML
for ingesting | Z2HINFE
content SCEE, XJte
from A=
external TZeX
networks . WEE
(Internet) mAY%IoF0
into the RE., &2
production | XIAIERAY
network, TREEHE
and moving | BNZ 2%
content Lo
from the #5357 M
production Vo) e
network to i+, 8%k
external REIEEE
networks. FHEETS
HEFEE
S, XEE
PILE RS
FhEITHPIR
FOREEHAILE
NZEZE
[REEAE
HFIL 5L
PRRREIRS
PEAEHITHE
NS
heffiReES
=Re, #*
B
(=%
EX=]"4
EHo
SCRSRRA 2.0 IRIERE © EATITERARBIRAT 121
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AT L EMRIEST

B -

FatgRs (V4. 08)

NO. | &% | fELk £HEME [1ISO [ISO [ISO | SOC |CSA | PCl | NIST
ES 1 K 2700 |2701 | 2701 ccm | DSs | 800-
2 7 8 53
DS- | 1/O | Block input/ | #eAZ=ITEL
51 |i8% | output T
%% | (1/0), mass | BIERRIE
storage, Hl, RKER
external T, TiEw
storage, and | NAZEN/
mobile HHIRE
stor.age BEARS
devices (e.g., EEHE%%M‘
USB, BTRL
FireWire, m RS8Ry
Thunderbolt, | & ) #e s
T e
Bluetooth,
556, EEHL
SCSI, etc.) al
and optical e i\%J
media 7N B2
burners }LWLE’\J—/P
e.g., , ey
Blu-Ray, CD, | & | 352
etc.) on all {%{3‘(1’-1:9&
systems that B SETLT
handle or REHANER
store HEINRE
content, 5@
with the
exception of
systems
used for
content |/O.
Refer to
DS-4.0 for
disconnectin
g wireless
NICs.
XHhRA 2.0 RIS © £ ARITERARBIRAE 122
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NO. | &% | B{ECEE £HEME [1ISO |1SO [ISO [SOC |CSA | PCl | NIST
£ i 2700 | 2701 | 2701 ccm | DSS | 800-
5 = 8 53
DS- | &% | Install anti- EHR=FER 6.2 944 | A105 IVS-0 SI-3
6.0 | &% | virusand IPSNIZBLAE | g4 12.6. 1 SI-2
anti- 4. Web 1 IVS-0
malware RFARAX 9.4 6 RA-5
software on | i&. PHiEsS 10.1 14.1. AC-5
all RELR 111 1 IVS-0 SC-2
workstations | HIDSZE#EY 7
, servers, INELRES 1.2 IVS-1 PE-3
andonany | Z&ZWRSH | 12.1 3 PE-5
device that 1¢%l§§§.ﬂ 12.2 BCR- MA-4
connects to | {TimiEAE
SAN/NAS | H, IPsaz | 122 04 CM-1
systems. fhfi RS | 126 BCR- 0
LUSTFRR | 141 1 CM-1
B TERIM 142 TVM- 1
BNEE ’ 02 S|-7
&f); Webjz IAM- AC-6
FARm XSS 02
EENLID MOS CM-7
RUEMRIP N 18 i CM-8
BRENZR
2, [FHR EKM-
FZEIRB 03
AMEBRISQLIE CcCC-
A. CSS. 04
CSRFZH] D)
RLFBARAEA] oxM-
W&E; Boim
B3 DCS-
mEhIP& 01
Windows&
FARRIBHK
#; HIDSE
MEBINEIE
MR FRIP
RSS2
ZE, K
Mk P 5T EX
XS, 12
B EERAET v
m, EERE
A . ¥
EFIAILE .
i EEEIES=]
. Mfs
BEXEIN
IR
MAHERRAS 2.0 RN © L ARITERAGRAS 123
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AT L EMRIEST

B -

FatgRs (V4. 08)

NO. | &% | B{ECEE £HEME [1ISO |1SO [ISO [SOC |CSA | PCl | NIST
£ i 2700 | 2701 | 2701 ccm | DSS | 800-
8 53
2 7
DS- | &% | Update all | £ =HIFS
6.1 | %€ | anti-virus mEt=
and anti- TERAEEFXY
malware Yatrt==211)57d
definitions EERERY
daily, or REEE
more
frequently.
DS- | &% | Scan all FrB%A=
6.2 | &% | content for | FFRSIRS
viruses and | 4B &%
malware st 2=NE0)
prior to RS EME
ingestonto | (&#NT
the 8 ) #Hi7%
content / SEE. ¥
production | ZF&EHZ. I
network. I e 2o
DS- | &%t | Local LREXIRE
6.2.1 | 22 | firewalls TRTIEE
should be ER&R/INE
implemente | El9 BN
d on R, RIZE
workstations | R T{FisE
to restrict EAN A
unauthorize | PFO<, #
d accessto | JWHEEZR
the EER
workstation. | . SRS
BAHiAIE.
1EFIRE
HITIEERN
IB%.
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NO. | 2% | FfELE £RZ=MWE [1ISO |[ISO [ISO | SOC |CSA |PCl | NIST
£ i 2700 | 2701 | 2701 ccm | DSS | 800-
) 7 8 53
DS- | &%t | Perform EH=EHE
6.3 | &% | scans as E#&ER
follows: REBLARZ S
Enable ?';EEE,:E
regular full ﬁﬁﬁﬁ%i
system virus | J7EHTI%E
and N=HIERB
malware HIZRSE F—‘7
scans on all }fﬁ W%L#
workstations | T
Enable full | o2 T F
N | SEEBIBSND
system virus =Rt
and HRHIL
malware H. W&
saans for | imsim)
servers and it
I\ o
for systems
connecting
to a
SAN/NAS
MAGhRAS 2.0 RIS © ARITTERARBIRAT 125
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NO. | &% | {3 £HEME [1ISO [ISO [ISO | SOC |CSA | PCl | NIST
ER Rz 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 53
DS- | &4t | Implement a | 5PClI DSStR
64 | &% | process to ERVEXE
regularly KR —
update H, £hr
systems BEEH=
(e.g., file HANES
transfer FE=FHHh
systems, MAD 5 Bl
operating (PSS E=ora
systems, HFTBRIR
databases, | %&. K.
applications, | M£HITIRE
network B3,
devices) BHFEE
with HGNERSE=T5
patches/ A=
updates that | RZFE. MI%§
remediate HITEEN
security ito
vulnerabiliti SFERGTE
es. M= LElR
BER, %
RS E
MNRRET
TGS,
HIEHEL
mEEER
Ea 5 aE
e, FHEE
SEEE
BT
IE, $HEEIR
EREEIAXBE
BEIEMRT
BRR.
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NO. | &% | B{ECEE £HEME [1ISO |1SO [ISO [SOC |CSA | PCl | NIST
£ i 2700 | 2701 | 2701 ccm | DSS | 800-
8 53
2 7
DS- | &% | Prohibit LREUIE
6.5 | &% | users from ISO27001HY
being EREL T
Administrato | i5[aisHE
rs on their BEX, B
own ERSSUN
workstations | {LEN. X
, unless [RoEER
required for | M, EEARS
software S TAINR
(e.g., SEEHITHEH
ProTools, %, B
Clipster and | BBHEET
authoring EEENE
software =AIBUR o
such as Blu- | ¥R TERN
Print, RERET
Scenarist {KBt, MRS
and STEA PR
Toshiba). TEESE
Documentat | %, XHEA
ion from the | EHIRIER
software FNERE
provider EERNT
must A AOR
explicitly Iz,
state that STEFHT
administrati | BIZIREHE
ve rights are | IZER{ESL
required. fTemEA
HE, %
HN=EEBR
AITRERIT I
ElFIAUE
&, 788@
TR E
NEEFE
m, FBiE
FIESEE
HEHMAS
EiXFIEF
HEHITR
7,
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AT L EMRIEST
AR (Vv4.08 )

B -

NO. | &% | B{ECEE £HEME [1ISO |1SO [ISO [SOC |CSA | PCl | NIST
£ i 2700 | 2701 | 2701 ccm | DSS | 800-
8 53
2 7
DS- | &% | Use cable LRHEHED
6.6 | &% | locks on FHETZE
transportabl | EIEME,
e computing | IHEER T
devices that ﬁmmLﬁ
handle TEEER,
content ¥ fE'MEu
(e.g., mutt'u —|—j3
laptops, EAINE
tablets, YAyt ]
desktops, S =]
towers) Mo
when they
are left
unattended.
DS- | &% | Apply seals | feA=AER
6.6.1 | 2% | or tamper HETEE
evident S1ENE,
stickers on rl' SHEYH
cases used 1% . USBE1Y
for all BxXid, Xk
workstations | &HtiEAE
and servers | FH&, it&
that receive, | HLIHASE
send, iyt T
manipulate, | Z2E&H.,
or store
content in
the
production
network.
XAGRRZS 2.0 IR © ATIHERARERAT 128

(2022-05-17)



8= MPA B MR BAiER

3 = MPA (% -
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NO. | &% | {3 £HEME [1ISO [ISO [ISO | SOC |CSA | PCl | NIST
£ i 2700 | 2701 | 2701 ccm | DSS | 800-
8 53
2 7
DS- | &% | Implement | #@hig&EE]
6.7 | &% | additional BT TYERR
security FHEA=
controls for | BB FIIA
laptops and | [@EATE
portable WA
computing | &, W0RAT
storage A, HP
devices that | {&. iBix.
contain ANERE
contentor | 2, FAIlL
sensitive [EAVANG =)}
information | A9RLEEH
relating to | B, {B%R
client AN
projects. IOSEkZ 2R
Encrypt all | ZEB9FH..
laptops. Use | RN
hardware- REXIEF=
encrypted g, tH
portable =EEFRA
computing | EURBHIS
storage ia, B
devices. SN = ES
Install HURHITI0
remote-kill | Z1EfE.
software on R ETER
all laptops/ S FREA
mobile EXRER
devices that B (EENE
handle et )
content to INZREEtR s
allow AR L
remote REEXKR
wiping of | sizstazgy
hard drives R
and other
storage
devices.
SCRYRRZR 2.0 RS © EARITERABRER 129
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NO. | &% | {3 £HEME [1ISO [ISO [ISO | SOC |CSA | PCl | NIST
E= 21 K 2700 |2701 | 2701 ccm | DSs | 800-
2 7 8 53
DS- | &% | Restrict Sy SN =]
6.8 | &% | software YN =]
installation | ¥lELE
privileges to | ATHEEN
IT SN LD
managemen | ITEH#HT
t. iz, MY
EIYE-EYN
SEMENZ
eSSBS
PEYERS .
LREDR
HE LR
AL RIRE
BORRIEERR
H, A5iF
LR
0
R, MWK
REHANLAO R
FRi=HtEhE
iz, F
POEYLES: g
RHITIS
=
DS- | &%t | Implement | £ A=AA
69 | &L | security ERERBEEL
baselines TeE%
and o, W
standards to | EPRFIRA
configure Ed=EEMES
systems ESREL
(e.g., SREBRSR
laptops, e
workstations
, servers,
SAN/NAS)
that are set
up
internally.
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NO. | &% | fELk £HEME [1ISO [ISO [ISO | SOC |CSA | PCl | NIST
£ Rz 2700 | 2701 | 2701 ccm | DSS | 800-
) 7 8 53
DS- | &% | Unnecessary | FEA=HIAN
6.10 | &% | services and | +&#1_E{X
applications | AT&RZERTE
should be AORREERR
uninstalled | &, F7iF
from ZaE o]l
content RF@. X
transfer R, MWL,
servers. RENLAO R
FBEsiEE
BiER, FF
XSGR
T
=,
DS- | &% | Maintain an | 1R
6.11 | &% | inventory of | ISO27001%x
systems and |, fEH=
system BEE&RF
components. | BEIJHIT
B Tisiz
EE, 2
RA b=
B, BME
PSS E
Fre&E. %
=@
ISO270017A
uE, TAIMEIE
FEALIMNE
EReslEP S
B,
DS- | &% | Document | felg=Htp
6.12 | 22 | the network | REFHBES
topology BIPIZ8LR4E
and update | &, FH
the diagram | EMELE
annually or | FIEZIBAII
when LIS
significant | #IHEHATER
changes are | EZffiA.
made to the
infrastructur
e.
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NO. | &% | B{ECEE £HEME [1ISO |1SO [ISO [SOC |CSA | PCl | NIST
E& Rz 2700 |2701 | 2701 ccm | DSS | 800-
2 7 8 =
DS- | kP | Establish HLHRHRET | 8.1 9.2.1 | A SOC1 | IAM- | 7.1 AC-2
70 | B |and NKF::*RBE% 9 922 |108 |21 02 8.1 AC-6
implement Rz, 8 -
anaccount | ExE&m | 121 | 923 ?09 230 :)Af\sM 8.2 AU-2
managemen | S/IXRAIEE | 12.4 106 | AU-3
t process for | MEMEE | 182 A >0C1 | IV5-0 AU-6
administrato | LARISHGY 10.10 1 2.3 8
r,user,and | FEHBERE SOC1 | IAM- AU-1
service BFOisE, 2.4 10 2
accounts for | [R{EZ£X, IAM- 1A-4
all B o 12 PS-4
information
systems and V5-0 P>
applications ! PE-2
that handle
content.
DS- | KPP | Maintain LRARIIFF
7.1 | &8 | traceable BRKSR
evidence of | NNEAPEXS
the account | MZAVNAIRES
managemen | BEFHRERIS
t activities =ex,
(e.qg., (EISSHEEE
approval gigs, —
emails, BERUKS
change IR E
request B EEDE]
forms). BHiRZ,
DS- | P | Assign HRTEIL
7.2 | &1 | unique BKSE
credentials | BEHE,
on a need- | ERIFUK
to-know SWIRETE
basis using | T{FtB*.
the =UNEE
principles of | . FHit=
least =E
privilege.
XAGRRZS 2.0 IR © ATIHERARERAT 132

(2022-05-17)



8= MPA B MR BAiER

3 £ MPA TR - HEIFRBREMIRMESLE - B
FatERg (Vv4.08)

NO. | &% | B{ECEE £HEME [1ISO |1SO [ISO [SOC |CSA | PCl | NIST
£ i 2700 | 2701 | 2701 ccm | DSS | 800-
8 53
2 7
DS- | Bk | Rename the | #£A=EL
7.3 | 12 | default RS E
administrato | £&, 45N
r accounts K=a9¢1
and other #. FAR
default BT
accounts —&18, 45
and limit NS TEFR
the use of BYIEg
these B, MEg
accounts to | &, BER
special &, HiERE
situations AUIRIEERR S
that require | ZEI™=I8E
these =
credentials
(e.g.,
operating
system
updates,
patch
installations,
software
updates).
DS- | kP | Segregate HLR=IRE
7.4 | &1 | duties to ENENE=E::S
ensure that | EFIfEEL
individuals | $3A<[EJER
responsible | &, 3L1T
for assigning | RBACI[RE
access to 2, EFIN
information | fR9A: #%
systems are | (HRIEE . 32
not )\Wgﬁ\ ﬁ
themselves | £i1&%&%. W
end users of | B&RF. #
those BERS.
systems (i.e., | FE44EA
personnel HRRAER
should not | %, FEK
be able to AEERS
assign ARRER
access to gEhInAR
themselves). | BETEIER
R, Hit
RELH
i,
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NO. | &% | B{ECEE £HEME [1ISO |1SO [ISO [SOC |CSA | PCl | NIST
£ i 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 =
DS- | B | Monitor and | ®e =&
75 | &2 | audit ETERGXS
administrato | EIERK7!
r and service | HOIGIELETT
account Bz, =5
activities. FSERR
TAREEE
TERMBR
PR, Gn45FY
HIEAIHR
PR
DS- | B | Implement a | 515027001
76 | &M | process to FrERIIEX
review user | EsR{RiF—
access for all | 3, A=
information | {&KIBRTT
systems that | {FEEERE
handle RHEREY
content and | &/\MYR,
remove any | FFEHRARIR
user PREITE
accounts 5, FRS
that no BRRERE
longer RAYIAEZE
require e/ MR
access EUUS
quarterly.
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NO. | &%

HHh=ME
i

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

DS- | kP
77 | SIE

Restrict user
access to
content on a
per-project
basis.

ERTIRIE
AENSS 4
ERNfERY
SARIER
=, LT
RBACTURE
B, RN
RO #%
OIS, 2
AWML &
Figg. W
EERS.
ELE:2TAN
WP
ZF, AR
UAEJERES
ARRER
BEIR A A
ErRERER
e, Hitt
IRE T
I8

DS- | TkF
78 | S

Disable or
remove local
accounts on
systems that
handle
content
where
technically
feasible.

ey P aviNi
KSHEL2
MHITE

B, RTE
REGHS
BE2E
ERET

SR 2.0
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NO. | %% | Bl |4%h=fmE |10 |1s0 [I1sO |soc |[csA |pcl | NisT
ER v 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 =
DS- B9 | Enforce the Eh=EHE 9 924 | A SOC1 | IAM- | 101 SI-4
8.0 | I | use of —URTIR |10 108 |25 |02 102 | AU-1
unique HTE—RY IAM-
usernames | BHIRIRFF 12 103 | AU-2
and IRIET{EER AU-3
passwords | E=&IHHY MOS- AU-6
to access R, RTE 14
information | 8—X&EE MOS- AU-9
systems. SESH 16 AU-1
FIIE, & 1
]
PGNP ER =]
HHETIE
. A=
IAMBTEEEf
Z AL
AAAKTI
YIE-FE
RIS
IE. $ERLA
Rja=
#lo
DS- | B9 | Enforce a RpHEE
8.1 | I&IE | strong RNExZH
password FiefdE—
policy for HIEDHR
gaining iR, ERTE
access to BMmtmRs
information | FRFERIEIT
systems. EHEX
Password B, Bxi5
policy KifIalEEHA
should SHE\I, R
include FoHITH
guidance for | FBp%E
service al, BME
accounts. AN HI{EF
AIOSIA
F—ENE
ZEEK,
FlIKEE
BRAFHSE
FFEEER
&,
HYRRZA 2.0 IR © LATHERARBIRAT 136
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NO. | &%

HHh=ME
i

ISO
2700

I1SO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

DS- | B
82 | I

Consider the
use of a
Privileged
Account
Managemen
t (PAM)
tool.

NHEPFE
ZE, )
TXSENIR
TER BT
B/ MEEEE
FRIBRSS 1L
ZEME,
BT, Xz
NENUIRIE
ARV
=EERH
1TFEREAYEN
PRIzIEIF=H
(PAM
Privilege
Access
Managemen
t), XEPTH
TRORINE
HHE SR
SITEEN
FRt=2h e
EHh-EE
R
EFIAUE
&, Zae@
ISR 1%
PN
PTE1RAEER
RICREE
FF R AHEXE
FIEPHE
HITRR.

SR 2.0
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NO. | &% | B{ECEE £HEME [1ISO |1SO [ISO [SOC |CSA | PCl | NIST
£ i 2700 | 2701 | 2701 ccm | DSS | 800-
8 53
2 7
DS- | B4 | Implement | =AY
8.2.1 | I&IF | two-factor IAMARSE =2
authenticati | EH{FHEZHE
on (e.g., HINEBRTF
username / | BFRIIEF
password BRAERIP
and hard HFETES
token / EIEThEE
verification | f[§, P&
code text FizHE
message) BF, BT
for access to | ZigNFHF
web based | BF1ZHS
e-mail ar, BHBE
(Google, EERRKIIE
Microsoft, MmN
etc.) from iERs; FE
desktops or | TiR{EIRIF
mobile &, BP#
computing | {TEURURIE
devices. By, HEH
NIGIERS A
INBIE, 2
EIE AN
BXEF
M. HBFEFN
EHIMFAIR
o
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NO. | &% | B{ECEE £HEME [1ISO |1SO [ISO [SOC |CSA | PCl | NIST
ER v 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 33
DS- | Bf% | Implement | {&k#ESOC.
8.3 | I&uE | password- PCI DSS#0
protected 1ISO27001%
screensavers | frERIE
or screen- X, AR
lock BN TFR
software for | THIEDSRS
servers and | RSB
workstations | {THIE, &
=N
BHEIFER
=EAXIFER
B8y
E1CAREBX
HiTECE,
LATRIRTETR
TE M HYATIE]
ZIEHER
BiiTE
&,
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NO. | &%

HHh=ME
i

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

DS- | Bip
84 | I

Consider
implementin
g additional
authenticati
on
mechanisms
to provide a
layered
authenticati
on strategy
for WAN
and LAN /
Internal
Network
access.

A=
IAMPRSS 2
HERZHE
SINERTF
ZERIGUEFN
IREIRIP
HFETESR
IIETHAEE
&, BRE
FizHE
BY, BRT
CELTTPNEE)S
BN
ar, BT
EERRKIIE
AR
uEs; 7FiE
TIRERP
E) ﬁﬁpﬂ
TEURIRIE
AY, EEH
NIEIERS A
INBIE, 2
EIE AN
BXEF
Hl. HBFEFN
EHIMFAIR
T, hI=
IEETF
SAML2.0t
WHBSE
Xy gFIEJ
AERLES
=B DR
HE5IhaE,
SLIFR P E
== 2=100)
RHEKS
BOERE
=, BaEl
AR
RN AY
BXFREADIA
UE: ESEE
NHRERE
=

( WebSSO
) ¢ ONEEEE

as

SR 2.0
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NO. | &% | BRfEsCH HRHEME [1SO [1SO [I1SO | SOC | CSA | PCI NIST

&R v 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 53

EEIRE
v, ERF
EERFE
O iR=aY]
AER=.
EFAAPIiE
A: F&T
B/ BERF
EEIRE
7, fBan
OpenStackCl
ient.
ShibbolethE
CPClient, &
===
FiEiZAPIAE
BrEAiE

ey s
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NO. | &% | B{ECEE £HEME [1ISO |1SO [ISO [SOC |CSA | PCl | NIST
ER s 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 53
DS- | 125 | Implement Eh=BE 10.1 12.4. IVS-0 | 10.1 AU-1
9.0 | 5% | real-time F.TEN |04 |7 2 102 | AU-2
% | logging and | BEAEIE 12.4. EKM-
reporting PRES, 3 02 103 | AU-3
systems to | IZERFEFH— AU-6
record and | WZEEFRESY VS0 AU-8
report HigE. K 6
security ®. FA. IVS-1 AU-9
events; NA. #iE 3 AU-1
gather the | EEFIZER SEF-0 1
following FSIET 5 SI-4
information | FNAZTFZ
at a ZEFFm& gEF_O
minimum: BIERIE R
. S IAM-
When (time FSILJEFEE 02
stamp) s
= R
Where ID( 0 i
(source) IP. M,
Who (user ID. FFID
name) &, B4
What B, HERRY
(content) I8, S
AOEURAEH
ZERYID
(ABEIP.
EHUD. AR
$IDE) |
[pANEZSLY
=R, L
TRiRSZIEN
BLeH N
EIRI
o
SCRYRRZR 2.0 RS © EARITERARBIRAE 142
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NO. | &% | B{ECEE #£R=ME [I1ISO [ISO | ISO | SOC |[CSA |PCl | NIST
£ v 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 53
DS- | iR | Implement | fER=EET
9.01 | 5% | logging TIRIPEAR
) mechanisms | %% LR
on all AYDNZE SR
systems 5%5REE
used for the | ¥l#l, &€&
following: AR
ERES
Key
eneration Bo. MNELR
J 8. =75
Key ST T
managemen | == imen
t IR 1R/E
Vendor (flanelzE
certificate BPEZ
managemen | $8. INZEL
t =R
%), #=
FEREH
ICREI=H
HERSS
(CTS) h,
(EFEHAE
TCMKaYIR
ETVIET
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NO. | &% | B{ECEE £HEME [1ISO |1SO [ISO [SOC |CSA | PCl | NIST
£ i 2700 | 2701 | 2701 ccm | DSS | 800-
5 - 8 53
DS- |iE% | Implement a | FEA=EE
9.1 5% | server to . 2R
%= | manage the | BEAXIE
logs in a PES.
central ZRRF—
repository K EEFRB4D
(e.g., BRE. N
syslog/log ®r.EEH.
managemen | . #iE
t server, ENEEER
Security FETRIT
Information | HIEEMFZ
and Event ZeRN
Managemen | H{4A9EED
t (SIEM) SMEZH
tool). o
LREXIR
HAYIRSSEY
LT |
NARSE
BZz&H
&, BEXS
& B
HIFRBEEN
#=HITIE
FKo
MAHERRAS 2.0 RN © L ARITERAGRAS 144
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NO. | &%

HHh=ME
i

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

DS- |iER
92 |5l

73
I

Configure
logging
systems to
send
automatic
notifications
when
security
events are
detected in
order to
facilitate
active
response to
incidents.

eNFEE
0
ARARE
N
ZERGrt—
W EE R
iR, M
%, Fa.
M. HiE
ERIRER
SRS
HEFRIS
BLFERR
LRI
REER
Eo

LT ReH
[Hab B E
N
PERTT TR
M, R
A&
ZRATE
BER, &
SRR
SR ERAZR
724/ NSO
SUzeHE
FEIBRZEIIA
AR SR
BRERE
B thsRRL

3.

SR 2.0
(2022-05-17)
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NO. | &%

HHh=ME
i

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

DS- |iER
93 | 5l

73
I

Investigate
any unusual
activity
reported by
the logging
and
reporting
systems.

Rk D
T (EhR
ZEHK

), Heb
NEEHNT
FERRE
EEHAIE
R, £F&
EEHLME
SE=RIZEN
ES g
[ERtE,
A=fBT
E% =R
GCERE

R, ZE2F
HERLE
AEAN724
NFRIE L
ZEHHIN
Rz EEIBALARZ
NAILZE
ERAR
KNS, £
PEFRER
EY-2JUNIIPS
ERER . R
EfEE SR
ERERIZR
EEHIRN
JEM . =)

BT, RIEZ
EEHE
M. =AY
feERIFHE
HERITE
LA M iz B
PRFOAEERAT
PREZEK,
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NO. | &%

HHh=ME
i

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

DS- | 2R
24 | 5%

73
I

Review all
logs weekly,
and review
all critical
and high
daily.

h=BE
. SEEAY
BERERE
DIERSG.
ZRSRHR—
KRB
g, W
%, Fa.
RF3. #4RE
FEHREER
FRIETERT
o=l
T2 mMN
BIHRIELAD
WNEZEH
HERTIGE
HAYBRSSHY
RIEIRES |
NERRRE
R%£H
T, MR
&, BZaN
PR SEER
SH{TIC
i o E Ej )
ey P =k
IJAYPIEEER
17, EEERY
EHERIES
&I A&
TR
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NO. | &% | B{ECEE #£R=ME [I1ISO [ISO | ISO | SOC |[CSA |PCl | NIST
£ R 2700 | 2701 | 2701 ccm | BSS 1 800-
2 7 8 =
DS- |i2% | Enable Hh=EE
95 | 5 | logging of . EER
) internal and | BEAEIE
external DR
content ZERRF—
movement | WEEFRBEYD
and BRE. N
transfers ®, FEa5.
and include | NF3. #4E
the FENZER
following FSIET
information | IEEMNZ
at a ZEFmhk
minimum: BIERIE R
Username iﬁ;muté%g
Timestamp Ié;\\i—"fi}ﬁils(ilﬂ
File name JEIP. EH
Source IP ID. BFID
address F. B
o B, HERRT
Destination N =5,
8. =g
IP address HOSERLRE
Event (e.g., HiERID
download, (angraIP.
view) EHID. IR
£IDE ) .«
B IhEk S
EE8,
RIRZIEN
BLeHG
BRI
Mo
DS- |ig2® | Retain logs | #£A=HE
96 |5 |foratleast | KEUBDHT
= | one year. RBBEA
AOEIRIRE
K&
., EKFr
EHEREF
R EI)E S
K, LISZiE
SERE
EBI JERANT
IBHERIES
&N T
BHit,
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NO. | &% | B{ECEE £HEME [1ISO |1SO [ISO [SOC |CSA | PCl | NIST
£ i 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 =
DS- |i2% | Restrict log | fEA=IKER
9.7 | 5% | access to WRER/IME
1= | appropriate | RNSEZR
personnel. | THIIAHIEIN
PR, RIX
ApEeERE
G
FFHER
BRI Z
R RPRF
SER
,J&BEE’JEE
HeEWE £
REEBAR
AOHLE, FH
TEHAH T
1;/(0 —|—jJE
NEPIEH
EEFll‘l'HE
%, BEFA]
FER=AE
BRSS XS EEHL
MBIECE .«
HEBIEN
HITICH,
{ER=EHEIT
BRSS X F B
BEEER
SEMHT
B,

DS- | #&f | Define HTRARHE |62 MOS- sC
10.0 | &£ | security BHIZEE | 112 02 CA
controls and | IEfiZE, A MOS-
standards SCHENSFE T/ 04 A2

for mobile | ITEISEERY MOS-
computing | Z—EIE, 08
devices. MOS
Refer to 9
MS-4.0.2 for
mobile MOS-
computing 10
device MOS-
policies. 11
MOS-
12
MOS-
14
SCRSRRA 2.0 IRIERE © EATITERARBIRAT 149

(2022-05-17)




ER= MPA BN MIRER ERfER

3 £ MPA TR - HEIFRBREMIRMESLE - B
FatERg (Vv4.08)

NO. | &% | {3 £RZMME [I1ISO |[1SO |[ISO |[SOC |CSA |[PCl | NIST
£ i 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 53
DS- | #x&h | Develop a #ung&Enl MOS-
10.1 | &2 | list of @it TYEFR 16
approved BRI MOS-
applications, | RIERRZ AR 17
application | [@ER=E MOS-
stores, and | W AIR 18
application | 5, aNK%AS
plugins/ JAE. BB MOS-
extensions | {&. iBix. 19
for mobile ADEE
devices %, £
accessing or | JULEETFH
storing W17 7B
content. BUMEH
E.
EF{REX
HEEE
KRR R
BYFEHIFNSE
£, B=E
EERE
2IRBIUKR
MWEFHE
B9iA5IE .
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NO. | &%

HHh=ME
i

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

DS-
102 | &%

Maintain an
inventory of
all mobile
devices that
access or
store
content.

BapigEn]
B TIERR
BN
T2z
R A E
NDaNZ
5, aAd
AIE . B
. 8=,
ANEE
F, AR
AILETFH
AT T RN
A
B
EPREY
HE= A
KR
AOF=HIFNZR
£, BXRE
EERME
EIREUR
MEFRAE
AYIAIE.

SR 2.0
(2022-05-17)

WRIERE © EARITERARERAF

151




ER= MPA BN MIRER ERfER

3 £ MPA TR - HEIFRBREMIRMESLE - B
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NO. | &% | B{ECEE H£R=/E [I1ISO [ISO | ISO | SOC | CSA | PCl NIST
£ i 2700 | 2701 | 2701 ccm | DSS | 800-
P 7 8 53
DS- | #%f | Require Mg &Rl
10.3 | &£ | encryption Bt TERR
either for EE N
the entire AEBN A
device or for | [AER=E
areas of the | M/HANIR
device 15, akAT
where A, HP
content will | {4, iBi&.
be handled | AAOEIE
or stored. £, =
AR H
W7 TR
A9 E
E.
ZP{REBXT
HEEFNE
KRR R
AO=HIFO S
£, BXE
BIEBNR
PIRBLUK
UEFPHRE
AY9AIE],
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NO. | &%

HHh=ME
i

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

DS-

104 | &%

Prevent the
circumventio
n of security
controls.

BapigEn]
B TIERR
BN
T2z
R A E
NDaNZ
5, aAd
AIE . B
. 8=,
ANEE
F, AR
AILETFH
AT T RN
A
B
EP{REBY
HE= A
KIFRE =
AOF=HIFNZR
£, BXRE
EERME
EIREUR
MEFRAE
AYIAIE.
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Fat5Rs (v4.08)

NO. | &% | fELk £HEME [1ISO [ISO [ISO | SOC |CSA | PCl | NIST
£ i 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 53
DS- | #%h | Implement a | BahigEH]
10.5 | &2 | system to BT TERR
perform a =LA
remote wipe | REBRZ IS
of a mobile | [AEA=E
device, N7 YN
should it be | 18, AT
lost/ stolen/ | J&iE@E. HB
compromise | {4, 18I5.
d or ANERE
otherwise %, £
necessary. FLEESTFH
WIT THER
=
E.
EF{REXY
HEWREF18
KRR ET=
RGN IES
£, B
EERR
2IRFUK
WEFAS
A9IAIE,
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NO. | &%

HHh=ME
i

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

DS- | #5f
106 | &2

Implement
automatic
locking of
the device
after 10

minutes of
non-use.

BapigEn]
B TIERR
BN
T2z
R A E
NDaNZ
5, aAd
AIE . B
. 8=,
ANEE
F, AR
AILETFH
AT T RN
A
B
EPREY
HE= A
KR
AOF=HIFNZR
£, BXRE
EERME
EIREUR
MEFRAE
AYIAIE.
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NO. | &%

HHh=ME
i

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

DS-
107 | &%

Manage all
mobile
device
operating
system
patches and
application
updates.

BapigEn]
B TIERR
BN
T2z
R A E
NDaNZ
5, aAd
AIE . B
. 8=,
ANEE
F, AR
AILETFH
AT T RN
A
B
EPREY
HE= A
KR
AOF=HIFNZR
£, BXRE
EERME
EIREUR
MEFRAE
AYIAIE.
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NO. | &%

HHh=ME
i

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

DS- | #5f
108 | &2

Enforce
password
policies.

BapigEn]
B TIERR
BN
T2z
R A E
NDaNZ
5, aAd
AIE . B
. 8=,
ANEE
F, AR
AILETFH
AT T RN
A
B
EP{REBY
HE= A
KIFRE =
AOF=HIFNZR
£, BXRE
EERME
EIREUR
MEFRAE
AYIAIE.
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NO. | &%

HHh=ME
i

ISO
2700

ISO
2701

ISO
2701

SOC

CSA
CCM

PCI
DSS

NIST
800-
53

DS-
109 | &%

Consider
implementin
g a system
to perform
backup and
restoration
of mobile
devices.

BapigEn]
B TIERR
BN
T2z
R A E
NDaNZ
5, aAd
AIE . B
. 8=,
ANEE
F, AR
AILETFH
AT T RN
A
B
EPREY
HE= A
KR
AOF=HIFNZR
£, BXRE
EERME
EIREUR
MEFRAE
AYIAIE.
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NO. | &% | =IELHK H£R=/E [I1ISO [ISO | ISO | SOC | CSA | PCl NIST
£ i 2700 | 2701 | 2701 ccm | DSS | 800-
> 7 8 53
DS- | &% | Ensure that | H¥FEEIJEL | 8.2 12.3. SOC1 | EKM- | 3.4 IA-5
echniques N : -
(eg, £5). it 20T | M- 36 | sco
spoiling, IRizAT, = 4.1 SC-12
invisible/ e LAEEE SOC1 | EKM- SC-13
visible HKEN 45 |04
watermarkin | K, #h= SOC1 | HRS-
g) are FRRSETEA 4.6 05
available for | [REZESEXT SOC1
use and are | BRI 47
applied FIE R
when BY7KEDRYTA S0C1
instructed. g, SiFE 4.8
HiEFHaE
FRm. £
BYmiatE
MEOER
Z (e
EFRIZEF
SE R#T
IKEMRE,
FHHERIKEL
ElISED =
)=
HShRAS 2.0 RN © L ARITERAGRAS 159
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NO. | &% | B{ECEE £HEME [1ISO |1SO [ISO [SOC |CSA | PCl | NIST
£ Kz 2700 | 2701 | 2701 ccm | BSS 1 800-
2 7 8 =
DS- | &% | Encrypt LR=ER
11.1 | AR | contenton | HuEHER
hard drives | 55(DES)f#R
orencrypt | iEBEHUEE
entire hard | #AYMERR,
drives using | WS EBHIM
a minimum | A, &
of AES-256 | (EHATIE
encryption | %, DESZ#F
by either: E=FHM=E
File-based I\Eﬁﬂﬂk
encryption: S AR .
(e, Sl
encrypting | 7HIA ISR
the content L#E%F'm
itself) e, TH
Drive-based AmEE
SN | R faISTA4RD
e.ncryptlon. aIfEREsS
(e, ST R
encrypting 2 . FEpPE
the hard | |)szpa s
drive) T,
FrE iR
£2_ErsE
EESAS I
2, WRE
A=k
Ti5E,
HYRRZA 2.0 RIS © EARITERARBIRAT 160
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NO. | &% | B{ECEE £HEME [1ISO |1SO [ISO [SOC |CSA | PCl | NIST
£ v 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 53
DS- | %&£ | Send Th=E8
11.2 | #2K | decryption | (BT
keys, keypad | iZ{EFEHIAES
pins, or SERINNZEE
passwords | XJIFERE
using an BT
out-of-band | &, 7E(EH
communicat | I$F2{ER
ion protocol | BARATLSAN
(i.e., not on | ZZHMNIRE
the same HiEZ=E,
storage ERn]{#EH
media as HIEIIZ R
the content | SSXIEUIEH
itself). fThnz, £
RERMER
B &, &
EIHAE (FR
EINZE
% BEE
EE) AR
EREN=
HSM{FE
TR, WE
AEEFRY
SCRREK .
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NO. | &% | B{ECEE £HEME [1ISO |1SO [ISO [SOC |CSA | PCl | NIST
£ i 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 53
DS- | %% | Implement | tRiBfEA=
11.3 | K | and EERETER
document B, 81 B
key FE&HE—
managemen | B9IDFRIRE
t policies Bh. BF
and AJLAER
procedures: | IAMAYZZSH
Use of %&%@%ﬁ\u
encryption AV FIA
protocols for ”Uﬂgﬁjﬁ%
the HEZH
protection LRRER
of sensitive | FOEIEINZR
content or BRSSDEW,
data, IFEEE
regardless of | &, EEIE
its location | FERHABIER
(e.g., REER
servers, A, EF
databases, DEW, ZR
workstations | BISCINERSA
, laptops, FRESE SRS
mobile HRESTE, Ff
devices, data | IERZ4AY
in transit, FrE™,
email)
Approval
and
revocation
of trusted
devices
Generation,
renewal,
and
revocation
of content
keys
Internal and
external
distribution
of content
keys
Bind
encryption
keys to
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NO. | &2 | fEXHK £RZ=MWE [1ISO |[ISO [ISO | SOC |CSA |PCl | NIST
£ i 2700 | 2701 | 2701 ccm | DSS | 800-
2 7 8 53
identifiable
owners
Segregate
duties to
separate key
managemen
t from key
usage
Key storage
procedures
Key backup
procedures
DS- | &2 | Encrypt Ty b =]=1
11.4 | 52K | content ERTWT
using a iZEFBRYAES
minimum of | SEXINEE L
AES-256 POR =I5t
encryption. | &0
=, EEH
Si2hfER
EhRATLSAN
BEHMNRIE
HiEL=.
E=PIET R
RN AR
SXIHUEH
7=, 4
NEfRHAR
B &, &
B (45
EINEE
= BES
EE) LR
EREN=
HSM{FE
T, #iE
AEFEFRY
SLhREK o
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NO. | &% | =IELHK H£R=/E [I1ISO [ISO | ISO | SOC | CSA | PCl NIST
£ i 2700 | 2701 | 2701 ccm | DSS | 800-
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